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Disclaimer 
This document has been produced in the context of the ENEPORTS Project. The 
ENEPORTS project is part of the Interreg Atlantic Area (IAA) Program for research 
and development and as such, funded by the European Commission. All the 
information in this document is provided because of research undertaken by 
Partners of the Consortium. The user thereof must use the information taking into 
consideration the unique characteristics of the Partners included in the research. 
The user will use the information at its sole risk and liability. For the avoidance of 
all doubts, the Interreg Atlantic Area (IAA) Authorities have no liability concerning 
this document, which merely represents the authors’ view. 
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Executive summary  
This deliverable aims to include detailed information on the monitoring equipment, 
the communication protocols for the integration of such equipment and the 
technologies used for sending the data to the smart platform. These topics will 
help Ports to speed up their digitisation process, having available this consultation 
document for future digitisation, modernisation and data management endeavours 
involving both Ports and Concessionaires facilities. 

This deliverable only presents the technologies and communication protocols used 
under the umbrella of Eneports Project and its Smart Energy Platform. As the 
Platform evolves, more communication protocols and technologies may be 
implemented and used, which improves the reach the Platform has towards Ports 
and Digitisation. 
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About ENEPORTS 
ENEPORTS’s main objective is to promote energy efficiency and reducing 
greenhouse gas emissions in the maritime sector through the implementation of 
renewable energy and low-carbon impact technologies at Atlantic Area Ports. Not 
only the implementation of those technologies but also an Energy Management 
System will try to optimize the energy consumption of the unique ports energy 
ecosystems. 

Three ports of the Atlantic Area located in Spain and Portugal will serve as 
experimental areas for simulating the energy environments integrating both 
renewable and/or low-carbon energy and energy efficiency protocols. The interest 
relies on simulating different integrations for each port, considering a diverse range 
of energy ecosystems that will help develop a tool able to manage all energy inputs 
of the ecosystem towards the decarbonization and boosting energy efficiency at 
ports. Eventually, ports could become Energy HUBs generating, through renewable 
sources, all necessary energy to match their demand. Technologies included in the 
different ports are onshore wind energy, offshore (fixed and floating) wind energy, 
photovoltaic energy (floating and onshore), Onshore Power Supply, sea energies 
(tidal and wave energies), batteries, electric vehicle charging stations and green 
hydrogen through hydrogen electrolyzers. 

The aim is to decarbonize a difficult-to-decarbonize sector through innovative 
energy technologies, digitalization and intelligent models that will manage all 
information and help improve the energy efficiency of each port, setting a 
replicable model that could be worldwide implemented by other ports. 
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Acronyms and abbreviations 
IoT Internet of Things 

API Application Programming Interface 

IAA Interreg Atlantic Area 

SCADA Supervisory Control And Data Acquisition 

FOI Feature Of Interest 
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1. Abstract 

This deliverable presents detailed information on the measuring equipment, the 
communication protocols for the integration of the equipment and the technologies 
used for the transmission of the obtained data to the smart platform, determining 
the requirements to be fulfilled for future generators or relevant loads.  

In this way, this document determines the architecture of the IoT Platform 
deployed for ENEPORTS project called Flythings, with its technical description, and 
shows the details of API integration in such system. 
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2. ENEPORTS Platform 

This document provides thorough description of a low-level system architecture 
designed to support secure and efficient operations. It outlines the hardware and 
software components, their configurations, and the interconnections between 
different system elements. The focus is on presenting a clear and precise depiction 
of the infrastructure's structure and functionality.  

By detailing each component and its role within the system, this analysis serves as 
a foundational guide for understanding and managing the Platform architecture. 
The following sections include diagrams, inventories, and additional information to 
ensure clarity and completeness in describing the architecture at a granular level. 

2.1. IoT Platform 

FlyThings is a cloud platform (Private or public) that facilitates the implementation 
of the Internet of Things (IoT) and IIoT (Internet of Industrial Things), designed and 
developed by ITG to address the acquisition, analysis and exploitation of large 
volumes of data. Flythings, allows the capture, storage and provision of data 
received by a network of sensors or heterogeneous data sources (data bases, 
scadas, ….) with orientation to ease decision making.  

Flythings allows the user to process different types of information such as 
numerical, textual, geographical and even images. For the injection of data in the 
platform, Flythings offers different types of messages (represented in Table 1) 
where we can highlight a proprietary Rest-JSON API, the most used 
communication protocol on the Internet of Things (MQTT), industry standards such 
as ModBus, or BacNet and different connectors for ETL (Extract, Transform, Load).  

Table 1: List of technologies and communication protocols employed in Flythings, related to each 
area of performance. 

Industry  OPC-UA, Modbus, Bac-net, Mbus  

Energy  OpenDomo, Sennet, XeoEnergy  

BI and Machine Learning  Birt, TensorFlow, R,   

Message Formats  json, csv, xml  

Protocols  https, http, mqtt, sftp, ftp, tcp  

Calculation Engines  Octave, Matlab, R  

Programming Languages  Python, Arduino, Java, JavaScript  
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Although Flythings is intended for continuous monitoring, it can also be used as a 
communications middleware, which allows standardizing the integration between 
different software systems.  

In addition, Flythings has a community of developers where different clients are 
offered for interconnection with other types of platforms or programming 
languages such as Python, R, Octave, Arduino, etc. which makes Flythings a 
powerful platform to connect any device.  

Thanks to the experience of the Flythings team, it has become a powerful tool for 
the visualization of information allowing to see the results in both, graphs or 
widgets of different types, as in geographic information systems or SCADA 
systems. 

Flythings integrates also a powerful data analysis engine (Big Data & Artificial 
Intelligence) allowing real time processing of incoming data and generating 
valuable insights also in real time. New information can be generated starting from 
existing monitored properties by using this powerful calculation engine.  

 

Figure 1: Flythings structure with communication protocols and integrations. 

Flythings has an automated and fully configurable real-time alarm system, which 
alerts users of possible anomalies within the monitoring of their environment. The 
alarm system includes multiple variants, such as the warning of disconnection of 
certain devices, the disconnection of certain sensors associated with a device, the 
deviation of values based on a normalized curve or even the geographical 
displacement of monitoring devices outside their location.   

Considering the functional architecture FlyThings is composed by 3 subsystems 
(Figure 2):  
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• Acquisition Subsystem: Connects the data from any sensor network based 
on web services that enter the data in a relational database model. Flythings 
has also an accessible API that makes easier for developers to interconnect 
and integrate with other systems.  

• Processing Subsystem: Allows the access and handling of data to perform 
the conversion from data to information obtaining the data stored int the 
database to be used by the advanced display subsystem or consumed by 
external applications.  

• Advanced Visualization Subsystem: Displays Flythings user interface 
where all the functional components configured to the user’s needs are 
shown. In addition, it has several modules and possibilities for different 
vertical markets: energy efficiency, logistics, quality control, process 
control, image processing, remote support, and so on.  

 

Figure 2: Schematics of Flythings subsystems. 
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2.2. Architecture 

The architecture comprises two Linux-based machines (AlmaLinux or RockyLinux) 
with Docker installed. Below (Figure 3) is a detailed and descriptive representation: 

 

Figure 3: The two Linux-based machines conforming the Flythings architecture. 

All machines must run Linux, with AlmaLinux, RockyLinux, or Debian preferred as 
the operating systems. Applications, Databases and Services have the hardware 
details included in Table 2.A dockerized services inventory is given in Table 3. 

Table 2: Assets Inventory with Hardware Details. 

Machine ID  RAM  Storage  Network  Role  

Applications  8 GB  100 GB  1 Gbps Ethernet  Applications  

Databases  8 GB  512 GB  1 Gbps Ethernet  DB and Services  
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Table 3: Dockerized Services Inventory. 

Machine ID  Container  Role  Ports  

Applications  flythings-auth  Authentication applications  8080  

Applications  flythings-iot  Monitoring application  8081, 20071, 20072  

Databases  postgresql  Structured database  5432  

Databases  influxdb  Telemetry and time-series 
data  

8086  

Databases  minio  Object storage  9000  

Databases  kafka  Messaging service  9092  

Network Connections  

• The two machines are connected via a private subnet with stringent firewall 
rules to ensure secure communication.  

• Databases Machine services communicate with Flythings-auth and 
Flythings-iot on Application Machines using TCP connections.  

• Network Segregation is implemented, isolating services into distinct Docker 
networks to reduce lateral movement risks in case of a breach.  

• All the external communications with the applications belong to Apache in 
port 80 and 443.  
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3. Technical Description 

Flythings is a cloud platform (Private or public) that facilitates the implementation 
of the Internet of Things (IoT) and IIoT (Industrial Internet of Things), designed and 
developed by ITG to address the acquisition, analysis and exploitation of large 
volumes of data. In essence, Flythings allows the capture, storage and availability 
of the data received by a network of sensors with a focus on decision-making.   

3.1. High Level Features 

As already mentioned at the beginning of Section IoT Platform, Flythings allows to 
process different types of information such as numerical, textual, geographic 
information and images. For data injection into the platform, Flythings offers 
different types of messages where we can highlight a proprietary API Rest-JSON, 
the most widely used communication protocol in the Internet of Things (MQTT), 
industry standards such as ModBus or BacNet and different connectors for ETL 
(Extract, Transform, Load). The technologies and communication protocols are 
detailed in Table 1.   

In addition, Flythings has its own datalogger (msens) that allows to manage the 
information sending more efficiently. The msens also offers actuation capabilities.  

Although Flythings is designed for continuous monitoring, it can also be used as 
communications middleware, which allows standardizing the passage of messages 
between different software systems. 

At the high-level description of the platform, there are no more details than the 
ones already presented in Section ENEPORTS Platform. 

3.2. Functional Features 

On a functional level, the Flythings platform consists of the following functional 
modules in the user interface layer: 

1. Dashboard: Dashboard based on user configuration widgets. These 
elements allow to create a screen broken down into tabs that allows the 
arrangement of different types of information display: 

1. Logistics widgets: these are location-based elements 
(georeferencing). 

2. Status widget: These are elements that allow you to know the status 
of devices. 
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3. Graphical widgets: These are elements that allow you to graphically 
visualize a period associated with one or more variables. 

4. Real-time production widgets: Based on graphical widgets, they 
allow the visualization of all data for a period. 

5. Alert widgets: Elements that allow you to view triggered alerts based 
on the alert configuration system. 

6. Process widgets: Through the plan visualization system, it allows the 
visualization of variables in the process plane. 

2. Advanced graphic monitoring system: This system allows the advanced 
visualization of both graphic and listed information of the sensor network 
data. On top of the visualization itself, it incorporates information filtering 
functionalities, downloading statistical tables related to the data supplied. 
In addition, it has hosting capabilities for monitoring queries made by users. 

3. Georeferenced Visualization: Visualization on map of the physical 
components of the sensor network. The equipment is identified, the real-
time information of the last measure received, the alerts triggered in each 
device, as well as provides access to the advanced monitoring system for 
the observed variables. Open Street Maps is used as an on-demand map 
provider. 

4. Floor plan visualization: Visualization on images or process drawings of the 
variables managed in Flythings. In addition, the details of the properties and 
alarm status of the variables/devices can be accessed. 

5. Alarms: Multi-parameter configuration system for the creation of alerts that 
allow warning of anomalous behaviour or characteristic events. 

6. Variable generation modelling (Mathematical, Statistical): Incorporation of 
advanced numerical and statistical calculation systems (Opensource 
numerical calculation software) and R (Opensource statistical calculation 
software) that allow the inclusion of a model (program) generated in these 
languages to associate inputs to the existing data on the platform, launch 
of the program and collection of results with the option of storage on the 
platform. 

7. Actuation: Functionality that allows actuation (on/off) and configuration on 
parameters of actuator elements connected to the platform.  
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3.3. Technical Features 

From the point of view of system architecture, Flythings presents the following 
technical specifications: 

1. In relation to the Frameworks used to facilitate the development of the 
platform: 

a) AngularJS: Open-source JavaScript framework for the creation of SPA 
(Single Web Application). It aims to increase browser-based applications 
with Model View Controller (MVC) capability. 

b) Bootstrap: It is a set of free software tools for designing websites and 
web applications. It contains design templates with typography, forms, 
buttons, boxes, navigation menus, and other design elements based on 
HTML and CSS. 

c) Openlayers: An open-source JavaScript library for displaying interactive 
maps in web browsers. OpenLayers offers an API to access different 
sources of cartographic information on the web like Web Map Services, 
Commercial Maps (such as Google Maps, Bing, Yahoo), Web Features 
Services, different vector formats, OpenStreetMap maps, etc. 

d) HighCharts: JavaScript library for viewing charts. It allows you to create 
charts in pure JavaScript, including navigation options such as date 
ranges, datepicker, scrolling, and zooming. 

2. In relation to the technologies used for the deployment of the platform:  

a) Apache 2.0: Web server with the AJP module for communication 
between the Apache server and the Apache Tomcat. 

b) Java 7.0: General-purpose, concurrent, object-oriented, and cross-
platform programming language that allows it to be run on different 
OSes without the need to modify the code. 

c) PostgreSQL 9.6: The need to use the postgreSQL relational database 
instead of another database engine is given by the PostGIS module 
(version 2.1) that supports geographic objects to the database. 

d) InfluxDB: Time series database that improves access performance in 
both insertion and retrieval of temporal information. 
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4. API Integration 

This chapter describes the entities and commands necessary for API 
communication with the platform in a practical way, defining the required 
statements in the terminal. It begins with a diagram of the platform's 
communication architecture, followed by an explanation of the terminology used. 
From there, it provides a step-by-step guide to the entities and commands that 
users can establish with the platform via the API, as well as the connection success 
and error messages the user should expect. 

4.1. Integrations 

A detailed scheme about the potential integrations with the Platform has already 
been given in Figure 1. 

4.2. Nomenclature 

• Feature Of Interest (FOI) or Device: measuring equipment or place of 
interest to be monitored that groups a set of variables. Unique identification 
in the system (e.g. thermostat). 

• Module or Procedure: logical grouping of variables or grouping by sensors 
in a device (e.g. Environment, Communications, etc.). 

• Property or Observable Property: Name of the property. (e.g. Temperature, 
Humidity, Wifi Signal Level, etc.). 

• Series: The combination of a property in a module of a device (minimum unit 
of measurement or variable, e.g.: the temperature of the room module on 
the thermostat). It can be of the type: numeric, textual, boolean, geometric, 
list or image. 

• Observation: A simple sample with a value at a time instant in a series. 
• Action: An order that is sent directly to devices, which can be a setpoint 

(numeric), a boolean (enable/deactivate), a state change, or directly a 
callback without any parameters in the sent request. 

4.3. Authentication 

In the Platform, the authentication is related to identifying Users via API. This 
method has advantages such as: 

• Unique, revocable, and expirable token. 
• Reusable on multiple Edges. 
• Access via the top user menu. 
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4.3.1. Token Management 

• Name: Token alias to remember the target at the user level of the token. 
• Expiration date: the date on which the token becomes invalid (it may 

become empty and a token without expiration will be considered). 
• Scopes: Token access security options. 

4.3.2. Authentication headers 

With this token, all requests made to the API must contain the following headers: 

• Authorization: Bearer <token> 

• Content-type: application/json only for POST, PUT cases of type json 

Note: remember to save the token well, once generated it is not possible to recover 
it. 

4.4. Submission of comments 

Below is described the step by step to sample sending 

4.4.1. Individual sample sending 

 

Figure 4: API Individual sample sending example. 
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Figure 5: Relation of success/error messages and their meanings through the individual sample 
sending process. 

4.4.2. Multiple samples sending 

 

Figure 6: API Multiple samples sending example. 
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Figure 7: Relation of success/error messages and their meanings through the multiple samples 
sending process. 

4.4.3. Sample CSV Sending 

 

Figure 8: API sample CSV sending example. 
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Figure 9: Relation of success/error messages and their meanings through the sample CSV sending 
process. 
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4.5. Queries on the Catalogue 

Below is described the different query structure in the platform. 

4.5.1. Query infrastructure 

 

Figure 10: Query process through API GET process. 

 

Figure 11: Correlation of Field, Type and Description parameters in the Query process through the API 
of the Platform. 
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4.5.2. Viewing devices 

 

Figure 12: Query for viewing devices (FOI) in the Platform through API. 

 

Figure 13: Correlation of Field, Type and Description parameters in the Query process of viewing 
variables through the Platform API. 
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4.5.3. Querying Variables 

 

Figure 14: Query for specific variables in the Platform through API. 

 

Figure 15: Correlation of Field, Type and Description parameters in the Query process of specific 
variables through the Platform API 1/2. 
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Figure 16: Correlation of Field, Type and Description parameters in the Query process of specific 
variables through the Platform API 2/2. 

4.6. Observation Recovery 

In this chapter, specific features of querying are described 

4.6.1. Find the last value in a series 

 

Figure 17: Get the last value, the last observation of a specific variable through the Platform API. 
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Figure 18: Messages in the process of getting the last observation of a specific variable through the 
Platform API. 

4.6.2. Find last value in a series before a date 

 

Figure 19: Get the last value, the last observation of a specific variable before a specific date through 
the Platform API. 
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Figure 20: Messages in the process of getting the last observation of a specific variable before a 
specific date through the Platform API. 

4.6.3. Querying observations 

 

Figure 21: Post observations of a specific variable before a specific date through the Platform API. 
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Figure 22: Field, Type and Description parameters correlation for the process of requesting 
observations of a specific variable through the Platform API. 

 

Figure 23: Field, Type and Description parameters correlation and messages for the process of 
requesting observations of a specific variable through the Platform API. 
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4.6.4. Querying observations by statistics 

 

Figure 24: Post observations by statistics through the Platform API. 

 

Figure 25: Field, Type and Description parameters correlation for querying observations by statistics 
through Platform API. 
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Figure 26: Success and Error messages when querying observations by statistics through Platform 
API. 

4.7. Consultation and submission of actions 

In this chapter, consultation and submission of actions in the Platform via API, are 
described. 

4.7.1. View device actions 

 

Figure 27: Consultation and submission of Devices or Features of Interest (FOI) through the Platform 
API. 
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Figure 28: Success and Error messages when submitting or querying devices through the Platform 
API. 

4.7.2. Send an action to a device 

 

Figure 29: Action submission for Devices or Features of Interest (FOI) through the Platform API. 
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Figure 30: Success and Error messages when submitting an action to devices through the Platform 
API. 


