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Disclaimer

This document has been produced in the context of the ENEPORTS Project. The
ENEPORTS project is part of the Interreg Atlantic Area (IAA) Program for research
and development and as such, funded by the European Commission. All the
information in this document is provided because of research undertaken by
Partners of the Consortium. The user thereof must use the information taking into
consideration the unique characteristics of the Partners included in the research.
The user will use the information at its sole risk and liability. For the avoidance of
all doubts, the Interreg Atlantic Area (IAA) Authorities have no liability concerning
this document, which merely represents the authors’ view.
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Executive summary

This deliverable (R14) provides a structured set of cybersecurity recommendations
for Port areas undergoing digital and energy transition under the ENEPORTS
framework. As Atlantic ports evolve towards Port 4.0 paradigms, characterized by
digitalization, automation, data-driven energy management systems, and the
integration of renewable energy assets, the cybersecurity risk surface expands
significantly.

The report consolidates best practices, regulatory insights, and technical
recommendations to protect critical Port infrastructure, Operational Technology
(OT), Information Technology (IT), and sensitive operational and energy-related
data. It addresses cyber risks arising from interconnected energy systems, Port
Community Systems (PCS), Industrial Control Systems (ICS), Internet of Things
(loT), and third-party integrations.

The recommendations are aligned with international maritime and cybersecurity
standards, including IMO MSC.428(98), ISO/IEC 27001, ISO/IEC 62443, and the
NIST Cybersecurity Framework, while remaining pragmatic and adaptable to ports
with varying digital maturity levels. The deliverable supports ENEPORTS objectives
by ensuring that decarbonization and digitalization efforts are underpinned by
resilient and secure digital infrastructures.

This Report — R14 - is an adaptation of the article generated by University of
Galway with title “Cybersecurity Recommendations for Planning and Securing Port
4.0 and Maritime Industry against Cyberattacks”. Therefore, the references used
for the content of this report are the same ones that can be found in the following
article.
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About ENEPORTS

ENEPORTS’s main objective is to promote energy efficiency and reducing
greenhouse gas emissions in the maritime sector through the implementation of
renewable energy and low-carbon impact technologies at Atlantic Area Ports. Not
only the implementation of those technologies but also an Energy Management
System will try to optimize the energy consumption of the unique ports energy
ecosystems.

Three ports of the Atlantic Area located in Spain and Portugal will serve as
experimental areas for simulating the energy environments integrating both
renewable and/or low-carbon energy and energy efficiency protocols. The interest
relies on simulating different integrations for each port, considering a diverse range
of energy ecosystems that will help develop a tool able to manage all energy inputs
of the ecosystem towards the decarbonization and boosting energy efficiency at
ports. Eventually, ports could become Energy HUBs generating, through renewable
sources, all necessary energy to match their demand. Technologies included in the
different ports are onshore wind energy, offshore (fixed and floating) wind energy,
photovoltaic energy (floating and onshore), Onshore Power Supply, sea energies
(tidal and wave energies), batteries, electric vehicle charging stations and green
hydrogen through hydrogen electrolyzers.

The aim is to decarbonize a difficult-to-decarbonize sector through innovative
energy technologies, digitalization and intelligent models that will manage all
information and help improve the energy efficiency of each port, setting a
replicable model that could be worldwide implemented by other ports.

5

- _
° = Port Ferrol e Teenlo e e A OLLSCOIL M GAILLIMHE
| Lg Amol. A, Authority - Puerto DBUllderS g P iy Bort of Galuay . VVVVVVVVVVVV e

muctososponos @ W T Auowdsdrortuns
.............



-

rox X interreg Gotieaw e ENEP®RTS

Atlantic Area

Acronyms and abbreviations

XXXX XXXXXX
XXXX XXXXXX
XXXX XXXXXX

6

/s Port of Galway I OuscormGatumie
"’ Calafort na Gaillimhe by UNIVERSITY OF GALWAY

............ 2



-

< x x Interreg Gotiedry . EMNEP®RTS

Atlantic Area

Content

1. Abstract ------=-==--=---- - 8

2. Cybersecurity Context for ENEPORTS Ports ---------=-=-=-----moomoooo 8
2.1.  Ports as Critical Cyber-Physical Infrastructure ------------=-=---------- 8
2.2. Digitalization, Energy Systems, and Cyber Risk ----------------------—- 8

3. Cyber-Threat Landscape in Port Areas--------=-======-=-------o-coo-—- 8
3.1.  IT-Centric Threats ---=-=--======-=-----mmmmmm 9
3.2.  OT-Centric Threats —-===============mmmm oo 9
3.3.  Supply Chain and Third-Party Risks--------=-=--=-=----ccmcocmcco 9

4. Regulatory and Standards Alignment---------=-=--=-=------momooo— 9

5. Cybersecurity Recommendations for Port Areas ---------=-===-=-=----oou- 9
5.1.  Identification of Threats and Vulnerabilities -------------------------——- 9
5.2. Protection Measures -=-=--==========---mmmmom 10
5.3.  Detection and Monitoring -=---==============-=-----momomoo oo 10
5.4. Incident Response and Contingency Planning ------------------------ 10
5.5.  Continuous Improvement and Training---------==-=-====-=----------—- 10

6. Role of Advanced and Al-Assisted Security Approaches ------------------- 10

7. CONCIUSION ====== === === oo oo 1

7
itg & o mtvery "= Rl [3Builders €2 meR o pororoger @ e

BouRosLEXDES vaNA T e 2



Interreg
X Atlantic Area

1. Abstract

The transformation of Atlantic ports towards smart, energy-efficient, and digitally
interconnected ecosystems introduces new cybersecurity challenges alongside
operational benefits. Port 4.0 environments integrate renewable energy systems,
automated cargo handling, digital energy management platforms, and data-driven
decision-making tools, all of which depend on secure and reliable cyber-physical
infrastructures.

This deliverable presents cybersecurity recommendations tailored to Port
environments, with a particular focus on protecting critical infrastructure and
sensitive data associated with energy systems and digital Port operations. The
report analyzes the evolving cyber-threat landscape affecting IT and OT systems,
identifies key vulnerabilities in Port ecosystems, and proposes layered protection,
detection, response, and recovery measures. These recommendations are
designed to support secure implementation of ENEPORTS technologies while
ensuring operational continuity, regulatory compliance, and long-term resilience.

2. Cybersecurity Context for ENEPORTS
Ports

21. Ports as Critical Cyber-Physical
Infrastructure

Atlantic ports participating in ENEPORTS function as critical infrastructure nodes
supporting global trade, regional economies, and energy transition objectives. The
convergence of digital platforms, renewable energy generation, storage systems,
and automated operations transforms ports into complex cyber-physical systems.
Any disruption, whether through cyberattacks targeting IT systems or OT
components can have cascading operational, economic, environmental, and
safety impacts.

2.2. Digitalization, Energy Systems, and
Cyber Risk

ENEPORTS promotes the deployment of Energy Management Systems (EMS),
renewable energy assets (e.g., wind, photovoltaic, hydrogen), electric mobility
infrastructure, and data-driven optimization tools. These technologies rely on
continuous data exchange between sensors, control systems, and centralized
platforms, increasing exposure to cyber threats such as unauthorized access, data
manipulation, and service disruption.

3. Cyber-Threat Landscape in Port Areas
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3.1. IT-Centric Threats

Port IT systems, including administrative networks, PCS, cloud platforms, and
energy monitoring dashboards are vulnerable to phishing, credential theft,
ransomware, web application attacks, and misconfigured remote access services.
Successful exploitation can lead to data breaches, financial fraud, and disruption
of Port services.

3.2. OT-Centric Threats

Operational Technology systems such as SCADA, PLCs, crane controllers, energy
distribution controls, and charging infrastructure are often based on legacy
technologies with limited built-in security. Attacks targeting OT systems may result
in equipment malfunction, safety incidents, energy supply disruption, or
environmental damage.

3.3. Supply Chain and Third-Party Risks

Ports depend on a wide ecosystem of vendors, service providers, and technology
suppliers. Compromised third-party access, insecure software updates, or
counterfeit loT devices can introduce persistent vulnerabilities into Port networks.

4. Regulatory and Standards Alignment

The cybersecurity recommendations in this deliverable align with:

e IMO MSC.428(98): Integration of cyber risk management into safety
management systems.

e ISO/IEC 27001: Information Security Management Systems for Port IT
environments.

o ISO/IEC 62443: Security for Industrial Automation and Control Systems
relevant to Port OT and energy infrastructure.

e NIST Cybersecurity Framework: Risk-based approach covering
identification, protection, detection, response, and recovery.

This alignment ensures that ENEPORTS ports can adopt internationally recognized
best practices while tailoring implementation to Port-specific operational realities.

5. Cybersecurity Recommendations for
Port Areas

5.1. Identification of Threats and

Vulnerabilities
9
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Ports should maintain an up-to-date inventory of IT, OT, and energy-related assets
and continuously assess threats from cybercriminals, insider misuse, supply chain
compromise, and advanced persistent threats. Particular attention should be paid
to interfaces between energy systems and Port operational platforms.

5.2. Protection Measures

e Segmentation between IT, OT, and energy networks to prevent lateral
movement.

e Strong access control, including role-based access and multi-factor
authentication.

e Secure configuration and hardening of loT, EMS, and control systems.

e Regular patching and vulnerability management adapted to operational
constraints.

5.3. Detection and Monitoring

e Continuous monitoring using SIEM solutions integrating IT and OT logs.
e Deployment of OT-aware intrusion detection systems.

e Anomaly detection mechanisms for energy consumption and control
signals.

5.4. Incident Response and Contingency
Planning

Ports should establish and regularly test incident response plans covering cyber
incidents affecting operational systems, energy infrastructure, and data
platforms. Backup, redundancy, and recovery mechanisms must ensure
continuity of critical Port and energy services.

5.5. Continuous Improvement and Training

Cybersecurity should be embedded as a continuous process, supported by
regular risk assessments, audits, and staff awareness training. Lessons learned
from incidents and exercises should feed back into updated security controls.

6. Role of Advanced and Al-Assisted
Security Approaches

Advanced analytics and Al-assisted cybersecurity solutions can enhance threat
detection, predictive risk assessment, and automated response in complex Port
environments. When applied cautiously and validated through pilots, these
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approaches support scalable and adaptive security for ENEPORTS ports without
replacing human oversight.

7. Conclusion

This deliverable provides a comprehensive and practical set of cybersecurity
recommendations to support the secure digital and energy transition of Atlantic
ports within the ENEPORTS project. By addressing both IT and OT risks, aligning with
international standards, and emphasizing resilience and adaptability, the
recommendations ensure that decarbonization and digitalization efforts are
underpinned by robust cybersecurity foundations. This approach enables ports to
protect critical infrastructure, sensitive data, and operational continuity while
advancing towards sustainable and intelligent Port ecosystems.
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