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Disclaimer 
This document has been produced in the context of the ENEPORTS Project. The 
ENEPORTS project is part of the Interreg Atlantic Area (IAA) Program for research 
and development and as such, funded by the European Commission. All the 
information in this document is provided because of research undertaken by 
Partners of the Consortium. The user thereof must use the information taking into 
consideration the unique characteristics of the Partners included in the research. 
The user will use the information at its sole risk and liability. For the avoidance of 
all doubts, the Interreg Atlantic Area (IAA) Authorities have no liability concerning 
this document, which merely represents the authors’ view. 
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Executive summary  
This deliverable aims to provide the hardware and software requirements for Ports 
to allow their interoperability and monitoring through the Platform being developed 
under ENEPORTS project. The already installed equipment at ports has been 
assessed as well as the current communication protocols and equipment followed 
by ENEPORTS’ Ports. This assessment provides the aforementioned requirements, 
allowing for a correct interoperability, visualization and monitoring of the ports 
allowing them to meet the objectives stablished by ENEPORTS on digitalization of 
Port Areas. The report differentiates between needed equipment (hardware) and 
the suitable software that will allow efficient monitoring regardless of the Ports’ 
configuration. 

About ENEPORTS 
ENEPORTS’s main objective is to promote energy efficiency and reduce 
greenhouse gas emissions in the maritime sector through the implementation of 
renewable energy and low-carbon impact technologies at Atlantic Area Ports. Not 
only the implementation of those technologies but also an Energy Management 
System will try to optimize the energy consumption of the unique ports energy 
ecosystems. 

Three ports of the Atlantic Area located in Spain and Portugal will serve as 
experimental areas for simulating the energy environments integrating both 
renewable and/or low-carbon energy and energy efficiency protocols. The interest 
relies on simulating different integrations for each port, considering a diverse range 
of energy ecosystems that will help develop a tool able to manage all energy inputs 
of the ecosystem towards the decarbonization and boosting energy efficiency at 
ports. Eventually, ports could become Energy HUBs generating, through renewable 
sources, all necessary energy to match their demand. Technologies included in the 
different ports are: onshore wind energy, offshore (fixed and floating) wind energy, 
photovoltaic energy (floating and onshore), Onshore Power Supply, sea energies 
(tidal and wave energies), batteries, electric vehicle charging stations and green 
hydrogen through hydrogen electrolyzers. 

The aim is to decarbonize a difficult-to-decarbonize sector through innovative 
energy technologies, digitalization and intelligent models that will manage all 
information and help improve the energy efficiency of each port, setting a 
replicable model that could be worldwide implemented by other ports. 
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1. Abstract 

This deliverable sets out the requirements to be followed by Port Authorities and 
the projects’ Platform both software and hardware-wise. All requirements are 
dependent on the Platform structure. The Platform is designed to join, as efficiently 
as possible, two existing Platforms (Flythings, by ITG and ThingsBoard, by ITER). 

Both platforms together will join settling 4 Levels, and 5 different Layer:  

1. A Physical Level, with the Components Layer, where all energy assets of 
the port are found, including Energy Storage Systems, Demand Loads, 
Flexible Loads, Energy Generation Assets, etc. 

2. At the Communications and Information Level, the system integrates IoT 
platforms provided by ITG and ITER, along with the full suite of hardware 
infrastructure required to enable real-time monitoring and control of energy 
management across all assets. This layer ensures secure, scalable, and 
interoperable data acquisition, transmission, and processing, supporting 
centralized decision-making and adaptive control strategies for optimal 
energy performance. 

3. An Energy Management Level, with the Control Layer, responsible for 
sending the commands for energy management of the assets and 
Simulation Layer, with all models in charge of forecasting and simulating the 
different energy operational strategies.  

4. At the Visual and Functional Level, the system implements a comprehensive 
Display Layer comprising role-based user interfaces tailored to distinct user 
profiles. Through this layer, authorized users can select and apply 
customized strategy configurations, adjust operational parameters within 
their access rights, and monitor real-time system performance, 
configuration status, and key operational indicators. The interface ensures 
intuitive navigation, contextual data visualization, and secure access 
control, enabling efficient decision-making across diverse operational roles. 

All system layers are interconnected through a structured, real-time 
communication architecture, enabling seamless data exchange and synchronized 
operation. Inter-platform integration allows for bidirectional transmission of control 
commands, enabling dynamic adjustment of system parameters, operational 
strategies, and configuration settings across assets. This interoperability ensures 
adaptive, responsive management of distributed energy resources, supporting 
closed-loop control and centralized optimization of system performance. Those 
exchanges of information and control abilities require in every case a different 
software and hardware requirements. All requirements must be respected so they 
allow all operations considered without creating any new constraint. 
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2. Platform introduction 

The software platform developed jointly by ITER and ITG will be responsible for 
monitoring, supervising, managing and controlling the energy flows of energy 
assets and the operating parameters of the Leixões, Tenerife and Ferrol ports’ 
electrical infrastructure. 

The joint platform will enable efficient and coordinated digitisation of the ports' 
energy assets, whether in the form of energy demand and production or by 
providing flexibility to each system, always in accordance with the energy needs 
of individual port operators and their demand forecasts. 

Using artificial intelligence algorithms: 

• The availability of renewable resources will be estimated through 
forecasting methods based on external environmental variables. 

• The daily operating schedule will be optimised based on simulations of the 
different energy systems (different ports) operating in different scenarios, 
which will help to identify the most appropriate operating strategies. The 
optimisation will be based on 

1. Maximising the self-consumption of renewable energy resources. 
2. Generating an energy agenda for the following hour. 

In addition, the platform will oversee medium-voltage operation by enabling real-
time monitoring of critical electrical parameters—including voltage, current, and 
frequency—across generation assets. This will guarantee a continuous energy 
supply to all internal consumers of the Port Authorities included in ENEPORTS, 
providing an uninterrupted supply of energy, regardless of the available sources. 
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The ENEPORTS’ Platform will be based on 4 levels as the following picture 
resumes:  

Figure 1: Platform Level to Layer schematics. 

Each system level and its layers are fully described in Section 3. Ports will be 
directly involved through their monitoring and control hardware equipment 
integrated within their assets and their assets’ Energy Management Systems (EMS) 
at the Physical Level. On the other hand, Ports will be indirectly engaged via 
actuation commands issued by the control layer—either in real-time operation or 
through simulation-driven scenarios—enabling remote configuration, strategy 
enforcement, and dynamic optimization of asset behaviour. 

 

3. Projected Level & Layer description of 
the combined Platform 

3.1. Physical level. Components layer (Ports 
level)  

At this layer, energy generation and consumption assets involved in the overall 
energy profile of the Ports will be included. These profiles can include: ports’ 
energy consumption concessionaires (including large and small Onshore Power 
Supply Systems – OPS Systems), Variable Renewable Energy Sources (VRES) as 
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for wind, photovoltaic and marine energy systems, storage systems (like Battery 
Energy Storage Systems, BESS), other energy vectors like Hydrogen (production 
or consumption), charging systems like Electric Vehicle (EVs) Charging Stations 
and any kind of Prosumer. 

At the components layer is essential to know how every energy system works. That 
will allow to determine the specific equipment/devices that are needed. The power 
system will be managed by a main Energy Management System (EMS) connected 
to the EMSs of storage or flexible demands, to SCADAs of network and generation 
and to consumption meters of non-manageable loads (some concessionaires like 
Port cranes or specific industries). 

In essence, it is necessary to determine at what level can the different energy 
systems be operated and under what circumstances (conditions). Examples of 
equipment for the different levels where the ENEPORTS platform can actuate are 
smart meters, grid meters, controllers, etc., depending on the type of energy asset. 

Distribution Centres 

When monitoring and control are centralized at distribution centres, sometimes co-
located within transformation centres, each hardware device is equipped with an 
individual controller, which may employ a dedicated communication protocol 
depending on the type, manufacturer, and functional requirements of the 
equipment. This heterogeneous control architecture necessitates protocol 
interoperability and centralized coordination to ensure seamless data acquisition, 
real-time monitoring, and reliable remote control across the entire asset portfolio. 
The communication will be implemented towards the IoT Platforms (Flythings and 
ThingsBoard in Figure 1). 

Inner distribution network 

When monitoring and control are implemented at the level of the inner distribution 
network, smart meters deployed at ports’ connection points enable accurate 
measurement and continuous monitoring of energy flows—both incoming and 
outgoing—providing granular visibility into consumption patterns, generation 
injection, and network load dynamics. 

Other hardware equipment like local controllers can perform different functions like 
Demand Response (DR) Management (controlling flexible internal loads through 
operation commands, on/off systems) on those concessionaires that have some 
flexibility for changing their consumption profile, EV Charging Stations Charging 
and Discharging Management, and Local Power Inverters Management (controlling 
consumption, generation and storage for prosumers). 
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Electric Infrastructure 

It is essential to count with power meters in the point of coupling with the electrical 
network, to ensure that the operation of the platform is compliant with the external 
network’s power quality requirements.  

Besides, measuring voltage and currents on critical elements of the power 
infrastructure (e.g. transformers) allows for monitoring their performance, alerting 
of possible operational modes that can be damaging to the element. 

 

3.2. Communications and Information level 
(Flythings & ThingsBoard). Monitoring 
layer.  

This level will be composed by the Monitoring Layer, including 2 different parts. 
From the bottom to the top as stated in Figure 1, the hardware requirements are 
specified for both, information sender and information receiver. The information 
sender will produce the data by reading signals at the components level, whereas 
the information receiver, the IoT Platforms, will ingest, process and store all the 
information shared on the communication. 

Hardware on the information sender side is equipped with reading functions as 
detailed in Section 4.1. In contrast, hardware at the Communications and 
Information Level is designed to support system integration and interoperability 
across heterogeneous platforms. The specific hardware components must meet 
the control requirements by providing the following information processing 
capabilities:  

• Real-time data acquisition and preprocessing 

• Protocol translation and interoperability (e.g., support for Modbus, MQTT, 
OPC UA, or RESTful APIs) 

• Secure data transmission with authentication and encryption mechanisms 

• Event-driven triggering and response to control commands 

• Scalable data buffering and queuing for network resilience 

• Support for standardized data models (e.g., IEC 61850, CIM, or JSON-based 
formats) to ensure seamless integration with central control systems and 
higher-level decision-making layers. 

The second part of the layer corresponds to the IoT Platforms. Each of the 
Platforms, Flythings and ThingsBoard, will be monitoring (ingesting, processing 
and storing) the components/energy assets of different Port Authorities given the 
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different locations. Nevertheless, both Platforms are interconnected so all 
information will be accessible through the IoT ENEPORTS Interface Platform. In 
essence, both platforms will be reading data from all components and testbed 
models, allowing verification of their performance in real time. 

The whole Monitoring Layer will be linked to the Components layer through the 
Broker which will perform the communication actions towards extracting data as 
explained in 3.1. 

Regarding the EMS functionality, if the elements/components to be managed are 
complex, the functionality might be found embedded in the hardware 
device/equipment (Figure 2), and it would have to be coordinated with the main 
EMS; whereas, if the elements/components are not that complex, the EMS 
functionality will be executed throughout the IoT Platforms (Figure 3) and its 
communication capabilities towards the hardware equipment. 

Figure 2: Detail of EMS through Hardware (HW) equipment. 
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Figure 3: Detail of EMS through IoT Platforms. 

The communications will be done either through gateways, specialized gateways 
linked to webservices or local EDGE COMPUTING systems, taking care of the 
operational monitoring and delegated control of secondary signals. The IoT 
Platforms will communicate directly to the components or to the EMS that manages 
them. 

All Monitoring, Control-Monitoring, Systems Integration and Systems 
Interoperability HW equipment will form a monitoring infrastructure that will follow 
a real-time telemetry communications protocol, deployed throughout every Port’s 
energy asset. The communication of all HW with the IoT Platforms will ensure an 
interoperability and adequate management context for all involved data. 

3.2.1. Hardware requirements. 

The Hardware then must meet the following requirements: 

• Ability for communication with IoT Platforms following communication 
protocols such as IEC 870-5-102, MODBUS TCP/IP, REST, MQTT, AMQP, 
Sigfox or OPC UA (for the data ingestion/acquisition phase). 

• Ability of providing the list of information processing functions stated in the 
beginning of Section 3.2. 

• Ability to adapt to the current location of energy assets and connectivity 
status. 

• Ability of providing the following operation functionalities: 

                              
     

          
       

     
          
       

       
        

       
        

          
        

 

          
        

 

       
        

 

                                                                                   
                                                                                                                

            
       
         

                

             

              
             

     

      
          

     

                

           
          
       

              
    

                   

                          

                
                        

               

               

         
        



 

14  

Table 1: Operation functionalities requirements for HW equipment on the Communications and 
Information Level. 

Type of control/operation Functionality 

Technical control Ability to select and adjust the 
operation parameters of the electric 
network: frequency, tension… 

Energy management Ability to monitor and control energy 
assets (including flexible loads) in 
real-time under optimization 
algorithm’s commands (and 
considering prediction algorithms if 
applies) 

 

3.2.2. Software requirements. 

Some of the Software requirements of this Level are related to the software 
requirements of the Energy Management Level and both of its Layers: Control and 
Simulation Layer. The Communications and Information Layer will read data from 
the monitoring/control HW, process it and send it to the Control and Simulation 
Layers in the required format for those Layers to apply the corresponding 
algorithms. At the same time, either through the IoT Platforms or through the HW 
equipment, the Communications and Information Layer will send commands for 
controlling and managing the energy assets. 

• For the data acquisition process, the Communication and Information level, 
and specifically the IoT Platforms have an accessible and available for 
downloading Phyton Library that allows the different energy assets, EMSs 
and monitoring/control HW to interconnect to the platforms. REST (through 
API and web services) and MQTT will be preferred communication 
protocols. Additionally, IoT Platforms are able to acquire two different CSV 
format files 
 

• For the data storage process, the HW monitoring and control equipment 
must be able to send data with a timestamp as they are produced as time 
series. These time series will be implemented through InfluxDB databases. 
Other data type like parametrization and system management data will be 
sent by the HW monitoring and control equipment and stored within the 
PostgreSQL databases of the IoT Platforms. 
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• For the data digestion or data processing process the data is collected from 
the storage databases so it can be managed towards the advanced 
visualization subsystem. This subsystem will include different sections: 

o Alert engine: component that allows alerts to be checked and sent 
to users based on the settings configured in the display subsystem. 

o Action processing: component that allows direct, two-way 
communication with all HW equipment, enabling configuration 
commands to be sent in real time. 

o Intelligent systems: allowing the execution of specific algorithms to 
be defined in each use case. 

o Connectors to calculation engines: Component that allows the 
integration of algorithms or intelligent processing that acts on the 
data stored on the platform. 

Furthermore, the IoT Platforms will have an interface that will require the 
Monitoring Layer to fulfil the following software requirements: 

Table 2: Monitoring Layer Software Requirements. 

Function Topic Requirements 

Configuration 

Data 
infrastructure 

Ability to show information infrastructure for 
all data integrated into the Platform (value, 
units, associated HW equipment, network, 
installation, etc.) 

Data aggregation 
Ability to do aggregate data from different 
devices to undergone control actions and 
personalised visualization 

Assets 
characterization 

Dynamic and static information system with 
all parameters from the different energy 
resources and assets at ports. Includes the 
display of nominal values, available capacity, 
performance, configuration possibilities for 
every configurable asset, etc. 

Costs 
characterization 

Parameterisation of the costs associated 
with each renewable source: market costs, 
market tariffs, as well as end customer 
billing tariffs 
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Back 
monitoring 

Events 

Ability to register and have monitored 
software bugs, monitoring operations, 
parameterisation updates/changes, user 
accesses to the platform 

Third parties’ 
integrations 

Web services 
Ability to integrate information from external 
agents like meteorological platforms, energy 
markets, SCADA systems… 

Protocols 
Ability to integrate information from external 
devices with different communication 
protocols 

 

3.3. Energy Management level (Flythings – AI 
Management Models & ThingsBoard – 
Network Operation). 

In this Level, the essential relationship between Flythings AI Management Models 
and ThingsBoard Network Operation, representing respectively the Simulation and 
Control Layers, will determine the operation strategy followed by the whole system 
(Port Authority and its Concessionaires). 

On the one hand, the Control Layer will receive the information from the Simulation 
Layer regarding the results on the models simulated and send the control 
commands to the Monitoring Layer and more specifically, to the HW devices and 
the EMSs from the different Energy Assets. On the other hand, the Simulation Layer 
will receive the configurable options from the Display Layer, perform the necessary 
simulations under the selected Management Models and send the results of the 
simulations to the Control Layer. Nevertheless, both layers are exchanging 
information with the IoT Platforms on the Monitoring Layer by sending their 
parameters and operations or results (so them can be stored, registered and 
managed as mentioned in Table 2). 

3.3.1. Control layer and its software requirements.  

The Control Layer will have the following software requirements: 
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Table 3: Control Layer Software Requirements 

Type of control Requirements 

Operation modes 

Ability to define and apply the different possible 
operation strategies of the Port’s Energy Network: 
maximum self-consumption, H2 production priority, 
minimum energy cost, etc. 

Energy Agenda 
Optimisation 

Ability to generate an energy agenda from real-time data 
on energy flows, energy economy and restrictions on the 
network. 

Flexible Assets 
Management 

Ability to activate and deactivate flexible assets 
considering the energy agenda. Ability to send warnings 
to control a specific flexible asset when direct control is 
not allowed. 

 

3.3.2. Simulation layer and its software requirements.  

The simulation layer software requirements could be divided into two different 
types, the ones meaning a prediction based on historical data and the ones based 
on changing the management strategy of a system. 

The software requirements on predictive data are: 
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Table 4: Prediction models Software Requirements 

Type of prediction Requirements 

Renewable 
Generation 

Ability to develop PV and Wind power generation 
prediction systems. Ability to develop alternative 
renewable energies generation models or to integrate 
existing generation prediction models. These generation 
prediction systems will read data from parameters of 
real assets and weather variables 

Meteorology 

Ability to integrate weather variables data from meteo 
stations and generate meteorological prediction 
systems that could be used to feed the renewable 
generation demand prediction systems 

Demand 
Ability to develop energy consumption prediction 
models based on historical data and techniques such as 
regression, clustering, neural networks… 

External 
Ability to integrate data from external prediction 
systems automatically or manually 

 

The software requirements for the AI Management Models are: 
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Table 5: AI Management Models Software Requirements 

Type of management Requirements 

Configuration 
A model that allows to set a configuration to what all 
models must adapt to 

Port Grid 
A model that develops a Digital Twin of every Port 
Grid, including the grid constraints, the business 
model, rules of the market, priority demand loads, etc. 

Manageable Loads 
A Digital Twin model of manageable loads, including 
their operation strategies, behaviour under different 
contexts on the grid, etc. 

Demand 
A model able to characterize all energy unmanageable 
demands of the Port 

Storage 

A model developing a Digital Twin of assets providing 
Energy Storage services (mainly Battery Energy 
Storage Systems – BESS). This model will also help to 
dimension the optimal dimension/size of the storage 
system, allowing to parameterise the whole system 
and its most favourable management strategies 

Operation Strategy 

A model with the ability to set the energy sharing 
conditions, considering the different restrictions for 
every case and the different business models that can 
be selected 
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A summary of all models involved within the simulation layer is included in the 
following Figure 4. 

3.4. Visual & Functional level. Display layer 
(ENEPORTS Platform).  

This Level is the final interface that the different types of users are going to interact 
with. In this IoT extension Layer all the functionalities are deployed for an optimized 
user experience. The Display Layer is directly linked to the Simulation Layer 
(Energy Management Level) so it is possible to apply specific algorithms looking 
for a fast and efficient response at the energy assets level. 

Every type of user will have a different visualization of the Display Level depending 
on the functionalities every type is assigned with. Every user will have specific 
cybersecurity measures on their profile (role with specific functionalities) in favour 
of the data protection of every energy asset, the Port Authority and the different 
layers where this data is managed. 

The management capacities of this Level link algorithms, commands, HW 
equipment and a personalized visualization that allows to check in real time both 
the simulated and real-time results of the functionalities applied. 

3.4.1. Software requirements. 

This Layer requires the data to be sent from this level to the Energy Management 
Level in the same format that the information is received from the Simulation Layer. 
The communication between the Visual & Functional Level and the Energy 

Figure 4: Simulation Layer and all models involved 
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Management Level is done through inner automatic commands that are currently 
already operative and available. 

The Platform requires different user profiles: 

• Technical Operator. 
• Port Authority. 
• Concessionaire. 
• Energy Manager. 
• Market Agent. 

Each profile interface will have the following software requirements: 

Table 6: Software Requirements at the Display Layer for the different User Profiles. 

User Profile Topic Requirements 

All 

Accessibility 

Access will be secure, with users authenticated 
(username/password). Different users' access to 
different features will depend on the user profile 
(role) defined in ENEPORTS Platform. 

Administration 
User profile management with a configurable 
interface associated with each user role, both in 
terms of display options and available functionalities. 

User profiles 
User profiles for Energy Manager, Market Agent, 
Technical Operator, Port Authority and 
Concessionaire. 

Tracking 

Repository of graphical tools (tables, graphs, 
preconfigured widgets) for the representation and 
visualisation of variables monitored in real time, 
historical trends, and predictions. 

KPIs Tools for generating service and operational KPIs. 

Alerts/Notifications 

Logical rules for configuring and classifying 
automated notifications (threshold values, On/Off 
status, scheduled maintenance shutdowns, loss of 
communication, etc.). 

Reporting 

Tools for generating customised reports, as well as 
preconfigured reports of different types (specific for 
every user profile): energy reporting, notification 
reporting, energy billing reporting, etc. 

Port Authority, 
Concessionaire, 
Technical Operator 

Network infrastructure 

Diagram showing the typology of the network 
infrastructure and its components, with SCADA-type 
visualisation of the status of switches, nominal 
currents/powers and monitored variables, as well as 
Port Authority components: substation, distribution 
centre, transformer station, generation systems, 
storage, manageable loads. 
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Communications and 
Information infrastructure 

Display information about the capabilities, 
configuration, registration, and location of HW 
monitoring and control equipment. 

Business 

Business rules: personalized for every Port Authority 
and their energy assets, their flexibility, the energy 
flows, balance services (if considered and allowed), 
demand aggregation and external services (if 
considered and allowed). 

Energy Manager 

Manageable assets 

Graphical tools for visualisation and control through 
operating instructions for manageable assets 
(storage, photovoltaic generation through inverters, 
flexible loads). 

Aggregated resources 

Aggregated and individualised energy portfolio for 
viewing energy exchanges generated individually 
and aggregated at different levels (user grouping, 
transformer stations, etc.) 

Energy Agenda 

Real-time dynamic balances and aggregate and 
individual forecasts of renewable generation, 
distribution network consumption, customer energy 
demand, energy flows, controllable loads and 
flexibility. 

Market Agent Economic mix 

Screens for displaying the energy costs associated 
with each source of generation, storage, and 
consumption of the distribution network, considering 
their variability depending on the mix of generation 
and demand at any given moment. 

 

4. Description of a general system 

 

5. Conclusions 

Characteristics and software and hardware requirements of the ENEPORTS IoT 
and visualization platform has been described, as well as its component layers and 
the integration between current IoT Platforms Flythings and ThingsBoard. The 
platform is already under development meeting these requirements, and next 
steps include updating the current monitoring infrastructure on port areas to 
connect them to the ENEPORTS platform, as well as to define requirements for 
future generation and demand concessionaries on port areas to ensure they meet 
with the Platform interoperability standards. 


