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DISCLAIMER

This document contains Data Management information concerning the ENEPORTS
project, including its work packages, activities, and project outcomes. As the
document reflects the methodology at the time of writing, it may be subject to
change throughout the lifetime of the project. Some sections may be subject to
Intellectual Property Rights (IPR), so please consult with the Lead Partner prior to
any use of its content.

Should you perceive any potential infringement on your personal or entity-held IPR,
kindly warn the Lead Partner immediately. Nor the Lead Partner (LP) or the
Principal Partners (PPs) are responsible for any external use (by any entity not
included among the official partners of ENEPORTS) that may be made of the
information contained in this document.
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EXECUTIVE SUMMARY

This document provides a Data Management Plan (DMP) for used data, data
collected, and data created in the frame of the ENEPORTS project. The DMP was
developed in line with the Guidelines of FAIR Data Management in Horizon 2020
(version 3.0)". The document sets out how the scientific data is generated,
collected, handled, published, shared and made public -when relevant-, as well as
the different data management tools used in the whole process.

The development of this DMP, is not performed under any specific activity but it
aims principally to harmonise data collection and processing processes for all
datasets and tools produced within Work Packages 1, 2 and 3, which will be used
as input for WP4, and all data managed through WP4.

ABOUT ENEPORTS

ENEPORTS’s main objective is to promote energy efficiency and reducing
greenhouse gas emissions in the maritime sector through the implementation of
renewable energy and low-carbon impact technologies at Atlantic Area Ports. Not
only the implementation of those technologies but also an Energy Management
System will optimize the energy consumption of the unique ports energy
ecosystems.

Three ports of the Atlantic Area located in Spain and Portugal will serve as
experimental areas for simulating the energy environments integrating both
renewable and/or low-carbon energy and energy efficiency protocols. The interest
relies on simulating different integrations for each port, considering a diverse range
of energy ecosystems that will help develop a tool able to manage all energy inputs
of the ecosystem towards the decarbonization and boosting energy efficiency at
ports. Eventually, ports could become Energy HUBs generating through renewable
sources all necessary energy to match their demand. Technologies to be included
in the different ports are onshore wind energy, offshore (fixed and floating) wind
energy, photovoltaic energy (floating and onshore), Onshore Power Supply, sea
energies (tidal and wave energies), batteries, electric vehicle charging stations and
green hydrogen through hydrogen electrolyzers.

The aim is to decarbonize a difficult-to-decarbonize sector through innovative
energy technologies and intelligent models that will manage all information and
help improve the energy efficiency of each port, setting a replicable model that
could be worldwide implemented by other ports.

! Guidelines on FAIR Data Management in Horizon 2020
https.//ec.europa.eu/research/participants/data/ref/h2020/qgrants_manual/hifoa_pilot/h2020-hi-oa-data-
magt_en.pdf
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1. INTRODUCTION
1.1. Context of the DMP

In ENEPORTS, large amounts of datasets are going to be managed, for which well-
structured data management is an essential task for handling both the datasets
and the results. The data management must be transparent and clearly defined so
potential stakeholders of the data, and the project have access whenever possible.
The DMP will be kept updated throughout the life of the project.

This document is the third version of ENEPORTS’ DMP and provides a full definition
of the datasets and deliverables to be published as open data, the processes to
manage and/or provide the datasets, and the measures for following the Findable,
Accessible, Interoperable and Re-Use (FAIR) principle, the relevant legal
Framework & Policies and the Data Protection and Security Standards.

1.2. Objectives

The main objective of this DMP is to identify the datasets and materials that can
be published in open repositories. Additionally, to identify these datasets and
materials within the DMP helps to describe how they are going to be accessed,
curated and processed, as well as their availability in the long-term (even after the
project has finished).

This DMP is aligned with the project’s objectives, increasing the reach of project
datasets. This is closely linked to how the project is shared and the replicability of
the solutions and outcomes of the project.

1.3. Open Research Data Pilot

Even though ENEPORTS belongs to the Interreg Atlantic Area (IAA) Programme and
not to the Horizon Programme, the proceedings followed for implementing an Open
Research Data Pilot will be considered as an example of good practices, and they
will be applied under two main actions:

1. Continuous update of the Data Management Plan throughout the lifetime of
the project.
2. Provide access to the datasets and useful information whenever possible.

1.4. Outline of the DMP

In this DMP, in Section 2 (cross-reference) there is a list of the categories in which
the datasets and deliverables are divided into, the most relevant outputs that will
require data management, and the specific information for the managed datasets.
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Furthermore, issues like how ENEPORTS meet the FAIR principle, the relevant legal
framework and policies, the data security and the ethical aspects of the project are
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assessed through Sections 3, 4, 5 and 6, respectively.

2. Datarelated to the project

This section is structured with sub-sections explaining the categories observed for
the datasets and output information, the details about the most relevant outputs
for data management in every Work Package (WP) and every pilot site. The details

will include:

e Task where the data is collected from
e Description of the datasets

e Origin of the dataset

e Format, size and type of dataset

e Deliverables in which each dataset will be include

e Is the dataset being re-used from other source or project?
e |s possible to re-use the dataset?

e To whom could the dataset be useful?

2.1. Factsheet

Data Security and privacy default handling

Classification level of data

Datasets generated as outcomes and results
of the project are open data, as long as they
do not conflict with proprietary information
rights.

Datasets provided by Port Authorities will not
be available in repositories, although
anonymised graphs and figures representing
such datasets may be used.

Data privacy

None of the datasets contain personal or
private data. Nevertheless, all datasets will
remain in private repositories, being only
published the agreed deliverables on the
Project Approval Form.

Exploitation and dissemination

Availability (long-term
storage)

The datasets will be available without any time
limit on Github or equivalent trusted open-
access repository under ENEPORTS. Datasets

—
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will be accompanied by appropriate metadata,
documentation, and other information to
ensure transparency, reproducibility, and
reusability. The data will remain accessible
beyond the project lifetime to support future
research and innovation.

2.2. Data generation and collection goals.
Relation to Projects’ objectives

The data generated by the Ports and the pilot sites will help accomplish the
different deliverables and goals of the project. To have methodical and
standardized processes for the data generation and collection is essential to
minimize risks, accelerate the data management, modelling process and
simulations. Both, data collection and generation processes, help to follow the
progress and understand how every step has been taken.

This DMP sets out how the scientific data is generated, collected, handled,
published, shared and made public (when possible) as well as the different
repositories, standards and data management tools used in the whole process.

As the project aims to create replicable solutions for other port environments, and
these are unique cases with multitude of variables to consider, to have a DMP is
essential for creating a standardized methodology that approaches every single
case/scenario, increasing the reach of ENEPORTS' solutions and their replicability.
Furthermore, the creation of these methodologies includes the management of
specific data regarding renewable resources, weather conditions, energy
generation parameters and energy consumption. All these data types need to be
collected, processed and used in a specific way aiming to assist in real-time the
energy networks of Port ecosystems. A DMP ensures the correct and fluent
evolution of the project.

2.3. Data categories overview

The different datasets produced throughout this project can be divided into
different categories:

e Gathering information and generating technical models. It includes the use
of text documents, line diagrams, technical data of devices and equipment,
etc.
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e Gathering information and generating text documents. It includes reports,
articles and other text deliverables, and the use of information from public
websites and articles.

e Datasets with numerical data: It includes weather datasets from
meteorological stations, energy output datasets from renewable energy
technologies and equipment, energy consumption datasets from Port
Authorities and Port Operators and results from simulation scenarios on
models and Digital Twins.

2.4. Data description in detail

The following tables present a detailed description of the categories of data to be
collected and processed in the different ENEPORTS tasks as well as the
characteristics of the processing. To make the table easier to understand, all
datasets processed, used, stored and produced are explained in detail separately
by Work Packages:
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Is the data

Output . . Related . . .
WP Work Package Used Data - Origin of Output . 5 being/going To whom will . Data
number (WP) Type — DG EEEL T Data Format 2 det:II\ézra to be re- it be useful? SR Publication
WP1.
Administrative
__regime i 1.1. Analysis of the concession regime in force in the areas under study, for implementation of renewable energies and deploying experimental zones, and legal requirements
L IMpacts in areas for energy ecosystems
under the 9y Y :
responsibility of
port authorities
Contract Used: Regulations
performance documents from >Port & Local Documents
WP1. Stage. Preliminary different levels of Authorities used:
Administrative report (R1) - the regulations' - >Renewable | TO BE DECIDED
X M . . . Will be
regime and Recommendations pyramid Public - Energy (Zotero for
. : Text Text taken into . .
1.1 impacts in areas | on legal framework access PDF = R1 Engineering example) Yes
. documents | document . f account for
under the for port areas acting Output: Document websites R2 Developers
responsibility of as green energy with >Energy Deliverables:
port authorities laboratories”- recommendations markets PROJECT's
,meeting with based on regulations companies WEBSITE
partners. compilation
WP1.
Administrative
regime and
1.2 impacts in areas 1.2. Analysis of potential unfavourable impacts (economic, social, environmental and technological) and strategies to minimize them
under the
responsibility of
port authorities
Contract Used: Regulations
performance documents from >Port & Local Documents
WP1. Stagel. Preliminary different levels of Authorities used:
Administrative report (R2) - the regulations' To be >Renewable | TO BE DECIDED
regime and “Effects, strategies pyramid Might be Energy (Zotero for
. : ) Text Text requested to . . .
1.2 impacts in areas | and methods: port PDF - R2 used in R3 Engineering example) Yes
under the areas acting as documents | document Output: Document subcontracte and RS Developers
- 9 put: & d company P . .
responsibility of green energy with >Energy Deliverables:
port authorities laboratories”- recommendations markets PROJECT's
,meeting with based on regulations companies WEBSITE
partners. compilation
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WP1.
Administrative
regime and
1.3 impacts in areas 1.3. Analysis of grid integration and connection requirements
under the
responsibility of
port authorities
Used: Energy market
and energy
.W.P1' . Study grid networks
Administrative . . .
regime and |n_tegrat|on No requirements TSOs, DSOs, _ Documents
. - requirements for Text ENTSO-e, Will be used | >Port & Local .
1.3 impacts in areas datasets . = = R3 - used:
green energy documents Output: Notes of E.DSO, Local for R3 Authorities
under the . as output . - Zotero
L sources and flexible requirements on authorities
responsibility of
-2 demands green energy
port authorities .
sources and flexible
demands integration
Used: New Energy
Study grid markets and energy
. - networks
integration and . >Local
WP1. . requirements. Local s
. . power quality A . Local Authorities
Administrative - grid requirements . s
- requirements for authorities, >Distribution
regime and - No ; Documents
. - testing areas and Text . Self- Will be used System .
1.3 impacts in areas - datasets Output: Notes of . - - R3 used:
self-consumption | documents . consumption for R3 Operators
under the - as output requirements on - Zotero
o communities around - national >Self-
responsibility of o power quality S .
22 ports, considering - guidelines Consumption
port authorities . requirements for L
national and local - Communities
. testing areas and
grid codes .
self-consumption
communities
Used: Energy market
WP1. regulations on Energy
. . >Energy
Administrative n energy markets markets
X Study requirements market
regime and No assembly regulators, . Documents
. : for the assembly of Text Will be used operators .
1.3 impacts in areas . datasets Governments = = R3 - used:
internal energy documents . . for R3 >Beneficiaries
under the as output Output: Notes of regulations Zotero
- markets ; of energy
responsibility of requirements for on energy
. . markets
port authorities assembling energy markets
markets
1
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1.3

X X
X
X X
WP1.
Administrative
regime and

impacts in areas

under the
responsibility of
port authorities

Prepare draft of
“Methodology for
integration of green
energy port
ecosystems on
power grids and
markets” report
(R3).

Income
from
previous
1.3
sources

Text
document

Used: Energy market
and energy
networks
requirements

Output: Notes of
requirements on
green energy
sources and flexible
demands integration
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Energy
markets
regulations,
Self-
Consumption
national
guidelines,
Local
authorities,
TSOs, DSOs,
ENTSO-e,
E.DSO,
Governments
' energy
regulations

V’_-‘\
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PDF - R3

No

>Port
authorities
>Local
communities
>Local
authorities
>Self-
Consumption
Communities
>DS0Os

Yes
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Publish
WP1. "Communication -
Administrative | Plan for ENEPORTS Guidelines to follow | @
regime and and of Benefits and Text Text disseminajtion and on Plans >Stakeholders Deliverables:
1.4 impacts in areas | Requirements for documents | document stakeholders from other PDF = R4 No of the project PROJECT's Yes
under the Ports’ Green Energy management Proiects >Ports WEBSITE
responsibility of | Ecosystems" report stre?te )
port authorities (R4) and wait for 9y
partners approval
WP1 Newsletter of the
Administr'ative project with events,
regime and Publish newsletter Text Text rele?/;%%r;ir?:tion Partners of >Stakeholders Newsletters:
14 IMpacts in areas every 6 months documents | Document with Ports' the project PDF B B No of the project PROJECT'S ves
under the S >Ports WEBSITE
responsibility of digitalisation and
port authorities green energy
transition
2
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WP Work Package
number (WP)

Compile detailed
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Used Data
Type

Output
Data Type

Origin of
Data

Data description

Renewable energy

Output
Format
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Related
Size delivera
bles

Is the data

being/going

to be re-
used?

To whom will
it be useful?

>Port

Repository

Data
Publication

WeF;fZO. rlrsw?aer:gg information on technology authorities
:nd desian of energy generation Text No descriptions and Port Will be used >Local Documents
2.1 h bri?j and consumption documents datasets uses within Ports, Authorities - - R5 through authorities used: -
tectzlnolo technologies for as output | Ports green energy whole WP2 >Population Zotero
S stemgy each of the ports transition around Port
y (APs). planifications areas
3
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Comprehensive
review of current
literature and
research findings
for each technology: >Technologica
on-shore and off- Renewable energy . 9
WP2. Energy - . . Public | researchers
erformance shore wind (fixed technologies access and
P " and floating), on- No descriptions in the ; Will be used Documents
and design of . Text websites, developers .
2.1 R shore and floating datasets context of = = RS through used:
el hotovoltaics ot e as output erformance and Papers, whole WP2 A Zotero
technology ph ! P pert . technologica authorities
marine energies, high implementation -
systems | sources... >Project
electrolysers, level stakeholders
vehicle charging
stations, OPS,
energy flexibility on
reefer containers,
and storage.
Elaborate a detailed
analysis for each
stitt:grr;c;[[?g;] >Technologica
WP2. Energy gate orizin Y Challenges for Public | researchers
performance 9 ng every technology access . and
. challenges into No . : : Will be used Documents
and design of ; . Text regarding technical, websites, developers .
A technical, economic, datasets ; - - RS through used:
hybrid . documents economic, papers, >Port
environmental, and as output . . whole WP2 -\ Zotero
technology logistical. This environmental and | technologica authorities
systems 9 B logistical topics. | sources... >Project
analysis wil stakeholders
consider OPS power
supply and energy
network limitations
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WP2. Energy
performance
and design of
hybrid
technology
systems

Report (R5) on
“Challenges,
characteristics and
performance of
renewable energy
sources,
bidirectional
elements and
flexible demands to
be installed on port
areas, and
recommendations
for integration”
describing port
energy technologies
along with potential
solutions or
mitigation strategies
based on the
analysis of every
case study. Inital
draft will be
distributed at least
2 months prior to
task deadline (July-
25).

Income
from
previous
2.1
sources

Text
document
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Deliverable
analysing the
technical, logistical,
environmental and
economic
challenges for the
different renewable
energy technologies
that ENEPORTS'
Ports are planning
to install within their
decarbonisation and
digitalisation
strategy.
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Port
Authorities
Public
access
websites,
papers,
thecnologica
| sources
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R5

Will be
useful for R7

>Technologica
| researchers
and
developers
>Port
authorities
>Project
stakeholders
>Local
authorities

Documents
used:
Zotero

Deliverables:

PROJECT's
WEBSITE

Yes
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Review existing >Technologica
literature on the -
. - | researchers
integration and and
operation of hybrid Public
WP2. Energy energy systems access . el
: 7 ! Data from 1.3 and " Will be used >Port Documents
performance focusing on the ; websites o .
. No 2.1. Information on for R7 and authorities used:
and design of challenges and Text Data from R7 -
2.2 h - . datasets how to operate = = A2 >Project TO BE DECIDED =
hybrid potential solutions | documents - ports A2
. . as output hybrid technology : Uses data stakeholders (Zotero for
technology and identify the role Analisys of
systems. . from R5 >Local example)
systems of storage systems the different e
- authorities
and flexible demand ports
. >Renewable
EE Em el i ener roject
integration in port 9y proj
developers
aeras.
Datasets
from Ports
Lo Datasets
Determine if Datasets of from open
WP2. Energy available data is . P Datasets
technological renewable Documents
performance enough for Table N devi from ports >Port d-
and design of | modelling the parts | documents ° evices energy energy are used Authorities used:
2.2 : . datasets production, services - - R6 . TO BE DECIDED -
hybrid of the systems. If Numeric throughout >Project
- as output | performance etc to Datasets (Zotero for
technology required, purchase datasets the whole Stakeholders
- develop the models from - example)
systems data for modelling . project
of the systems. available
(ITG)
renewable
energies
installations
Datasets
Modelling of from Ports >Technologica
L Documents
individual energy Datasets | researchers used:
WP2. Energy tec;hnologles (solar, from open e ' and TO BE DECIDED
wind, H2, storage, . renewable | DigSile Might be developers
performance Digital models of the (Zotero for
. etc.), every port Models Energy energy nt used for >Port
and design of - . renewable energy . - . L example)
2.2 ; area grid and Numeric | technology : services Power = R6 simulating authorities No
hybrid X production -
demands, their datasets Models - Datasets Factor other >Project .
technology . technologies. . . Outputs:
planned energy mix, from y File scenarios stakeholders
systems L . . Internal ITG and
and their integration available >Renewable ITER
in the power system renewable energy project .
: . . repositories
simulation software energies developers
installations
6
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Propose and model >Technologica
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2.5. Document version

Historical of versions will be included at the beginning of every document within
the “Document description” section. Additionally, the name of the file will be
changed according to the last version of the “Revision History” following the code:
“ENEPORTS_Name_of_the_file[Code according to the internal scorecard (e.g. RI,
Al 01..)]-V [Last Version Number]”.

2.6. Referencing

To facilitate the reuse of data, official bibliography and list of references will be
added to the end of text-format deliverables (reports and articles).

The ENEPORTS project utilizes and generates numerous documents and datasets,
each with varying levels of accessibility and value. Certain data are required only
for short-term use, whereas others are needed until the project's conclusion or
beyond.

Access to documents and data used and produced for internal purposes will be
restricted to the project team. Essential components of these outputs serve as
support for the project's objectives, such as financial reports or meeting notes.

3. FAIRData

FAIR data stands for Findable, Accessible, Interoperable, and Reusable data. It is a
set of guiding principles that aim to make data more easily discoverable,
accessible, and usable for fellow researchers and stakeholders.

3.1. Making data findable, including provisions
for metadata

Datasets should be properly identified and described with metadata so that it can
be located and discovered by users.

Regarding research text data like studies, articles and any other report that might
be used for the correct completion of ENEPORTS activities, title, year of publication
and researchers/organizations involved must be included within the references
list. On the other hand, numerical data from prototypes, sensors or programmes
will include titles, description of the dataset, name of the variables, dimensional
units, temporal frame and creator of the dataset (including contact information and
publication date) ensuring a proper understanding.

Additional details on numerical data regarding the metadata, availability and where
to find itis included in 2.4. The description and information given in 2.4 will help to
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make data highly discoverable using standardized metadata and by saving the
data in repositories. Nevertheless, the only shareable data in the project will be the
deliverables included within the Project Approval Form.

To ensure the data remains easily identifiable and citable by all collaborators from
ENEPORTS, Digital Object Identifiers (DOIs) might be assigned to publicly shared
datasets or deliverables and associated documentation, when relevant. These
DOIs might be automatically generated by the repositories and will provide a
persistent and unique identifier for each dataset and/or deliverable. This
mechanism ensures that datasets can be permanently referenced in publications
and other research outputs, even after the project has ended.

Naming conventions will follow the guidelines already established for research
documents like reports and articles whereas guidelines for numerical data won't
be necessary. Naming conventions for numerical data will be agreed among
partners, using names that give a general and clear idea of the content.

Search keywords will be carefully selected to reflect both the core themes of the
project and the specific content of each dataset. Keywords will be chosen after
the completion of the project.

These keywords will be included in the metadata and associated repository entries
to enhance the discoverability of the datasets through search functions on
platforms and academic databases.

All models and large datasets will follow a clear versioning system to track updates
and modifications. The versioning system will use a semantic format, such as v1.0,
v1.1, v2.0, where:

e Major versions (e.g., v1.0, v2.0) indicate significant changes to the data,
such as the inclusion of new datasets or major reformatting.

e Minor versions (e.g., v1.1, v1.2) will be used for smaller updates, such as
corrections or additional annotations.

Each dataset version will include metadata detailing the changes made, ensuring
that users can easily identify the most relevant version for their needs.

Each dataset will contain a metadata file describing the resource and explaining
the meaning of the data. Additionally, metadata will cover:

o Dataset description: Purpose, methodology, and scope.
o Temporal coverage: Time period covered by the data.

e Formats and data structures.
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e Associated documentation: Links to publications, code, or tools used to
generate or process the data.

3.2. Making data openly accessible

The project will generate various types of data, including energy consumption data
from port areas, renewable energy production data from ports installations and
eventual prototypes, simulation results from digital twins, battery system
performance data (where applicable) and overall performance of the system,
underlying the emissions savings expectations. Nevertheless, the only data that
will be made openly available will be the deliverables included in the Project’s plan.

Sensitive data, such as proprietary technical specifications of prototype
technologies, specific installations (either from consumption or generation) or
confidential strategic plans related to future port expansions and business models
will be kept confidential to protect intellectual property and sensitive partners’
information.

The open data will be published in public repositories specified in 2.4, ensuring
accessibility to all stakeholders. These repositories support FAIR data principles
(Findable, Accessible, Interoperable, and Reusable) and will provide long-term
storage and management. Additionally, all deliverables will be shared through the
ENEPORTS website.

Documentation for any software or tools needed to access the data will be
included in the bibliography of every deliverable (and where feasible, open-source
versions of these tools will be provided or referenced).

The datasets, models and metadata files will be kept confidential in internal
repositories agreed by all partners.

Where certain data needs to be kept closed due to confidentiality or intellectual
property reasons, access will be restricted to authorized personnel under Non-
Disclosure Agreements (NDAs). External parties seeking access to restricted data
can submit requests, which will be evaluated on a case-by-case basis. Open data
will be freely available without restrictions through the repositories and website,
with clear documentation to ensure ease of use.

3.3. Making data interoperable

To ensure that datasets produced in this project can be easily used and integrated
by different stakeholders, ENEPORTS partners will follow internal standards and
methodologies for data and metadata management. Specifically:

Data Standards: Energy consumption data, renewable generation data, and
performance metrics monitored from battery systems will be stored using widely
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accepted formats such as the ones mentioned in 2.4, ensuring compatibility with
various analysis tools and platforms. Datasets related to the different port cases
will be presented with the same format following agreed templates when relevant.

Metadata Standards: Metadata will be structured following the contents
included at the end of section 3.1. This will include key information such as data
descriptions, authorship, temporal coverage, geographical location, and file
formats, ensuring that the data can be easily understood.

Given the interdisciplinary nature of the project, combining renewable energy
technologies, digital twins, port infrastructures and digitalization of port areas, we
will adopt a vocabulary that facilitates communication and data exchange across
different domains. The vocabulary will include common terminology from
renewable energy project development and exploitation, industry and digital twins.

Domain-specific terms related to port ecosystems and/or port regulations that may
not have international standard vocabularies will be introduced with a list of terms
at the beginning of the documents where they are part of the issue.

3.4. Increase data re-use (through clarifying
licences)

e Specify how the data will be licenced to permit the widest reuse possible

To encourage the widest possible reuse of the data generated in this project,
ENEPORTS will license the open data under the Creative Commons Attribution
(CC-BY) license. This license allows others to freely share, use, and adapt the data,
giving appropriate credit to the original creators.

However, certain datasets, particularly those containing proprietary information
(such as technical details of Port's Energy Systems or commercially sensitive
information), will be excluded from open licensing. These datasets will remain
closed to protect intellectual property and commercial interests of the Partners. As
already aforementioned, any requests to access any dataset will be study in a
case-by-case basis.

All project deliverables will be made available for reuse as soon as they are
processed and validated after ENEPORTS is officially closed. They will remain on
the website for five years. Specific allowances for accessing certain datasets will
have an accessibility timeframe.

The deliverables and methodologies produced in this project will be structured and
documented in a way that ensures third parties to re-use it, even after the project
concludes. Open datasets, if there are any, will be made available through public
repositories and will remain accessible without restrictions for the long term. Those
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repositories will be announced both within the corresponding reports and section
2.4.

For restricted data, such as commercially sensitive datasets or proprietary model
simulations, reuse by third parties will require specific agreements (e.g., Non-
Disclosure Agreements).

There are measures ensuring the quality of the data generated and shared:

Data Validation: All datasets will undergo a validation process to ensure
accuracy and completeness before publication. This includes cross-checking
against original sources and taking the datasets through different filters as Port
Authorities and Technological experts.

Peer Review: Key datasets, particularly simulation outputs and renewable
energy production data, will be reviewed by domain experts within technological
partner organizations to ensure the methodology and results are correct.

Version Control: For datasets, models, methodologies and any necessary side
code, version control will follow section 3.1 specifics. This will allow third parties to
reference or replicate specific versions of datasets and analyses.

Open data generated by the project will remain re-usable for a minimum of 5 years
post-project. This long-term availability will be supported following the chosen
repositories capabilities. During this period, we will ensure that the metadata and
documentation remain accessible and updated, allowing future users to easily find
and understand the data.

Proprietary data that is not openly shared will be stored securely, and access will
be reviewed on a case-by-case basis, especially if required for future research or
commercial development.

4. Allocation of resources

All project costs regarding the data curation and formatting, documentation,
preparation of metadata and data reviewing are considered within the indirect
costs of the different organisations generating the datasets and will not require
any allocation of resources.

These costs will be covered using the project's allocated budget for data
management and administrative tasks, ensuring that sufficient resources are
available to meet the FAIR requirements. Furthermore, ITG will maintain the
website and access to deliverables for five years after project completion at its
own expense.
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To ensure smooth execution and compliance with the Data Management Plan,
specific roles and responsibilities will be internally defined by every organization
managing and generating datasets of any kind. Every organization will have
additionally to their current roles, a responsible to ensure that data protection
regulations and ethical guidelines are followed. Additionally, the same person will
manage the repositories, ensuring proper metadata inclusion, update and handling
any restricted access requests.

Regular reviews and internal audits will be conducted to ensure that data
management activities are in line with the plan, and to make any necessary
adjustments as the project evolves.

Long-term preservation of the project’s deliverables and datasets is crucial for
ensuring its utility throughout time and value beyond the project’'s timeframe,
ensuring the replicability of the solutions proposed. The potential resources
include:

e Repository Storage: Long-term storage in trusted repositories included in
section 2.4 is expected to be cost-free for standard datasets. The
repositories will be used to maintain the integrity and traceability of the
datasets and deliverables.

o Technological Resources: all monitoring devices and the platforms to
collect all datasets. The infrastructure for these platforms will be covered
through the existing project’s IT resources.

5. Data security

To ensure robust protection of sensitive data throughout its lifecycle, the project
follows comprehensive data security strategies in accordance with ISO/IEC 27001,
NIST CSF, and CIS Benchmarks.

We implement an automated daily backup system with AES-256 encryption,
ensuring data is securely preserved and retrievable. These backups are stored in
redundant environments, including offsite replication, to guarantee high availability
and resilience against physical or cyber incidents. Additionally, disaster recovery
drills are conducted semi-annually to validate recovery processes and maintain
operational readiness.

All sensitive data is hosted on Linux-based secure servers with multiple layers of
protection to ensure confidentiality and integrity. Storage volumes are encrypted
using AES-256, and database encryption is enforced through filesystem-level
encryption or managed database services that support encryption-at-rest
mechanisms for systems such as PostgreSQL. Access to data is tightly controlled
through role-based access control (RBAC), strictly adhering to the principle of least
privilege. The servers and databases are regularly hardened in accordance with

P I

: Ferrol A o
8 @ = Dbviders  TmRRR  (Blaolfge  GAITER:
I Autoridad Portusria

APDL

—

ENEPORTS




ilqg

Interreg
X Atlantic Area

CIS Level 1 and 2 benchmarks. Both physical and logical access are strictly
restricted and continuous monitored, with strong authentication mechanisms,
including multi-factor authentication (MFA), are enforced to prevent unauthorized
access. Additionally, audit logging and vulnerability management processes are
implemented to continuously monitor system activity and ensure early detection
and response to potential threats. Audit logging and vulnerability management are
in place to monitor access and system health, ensuring early detection of
anomalies.

Sensitive data transfers are carried out over secure, encrypted channels to ensure
confidentiality and integrity. All communications utilize TLS 1.2 or 1.3, with older,
less secure versions explicitly disabled. HTTPS is enforced alongside HTTP Strict
Transport Security (HSTS) to mitigate SSL stripping attacks. SSH access is
restricted to trusted IP addresses and is secured using key-based authentication
combined with multi-factor authentication (MFA). For service-to-service
communication, mutual TLS (mTLS) is employed to authenticate both ends of the
connection. To guarantee data integrity, cryptographic hash checks, such as SHA-
256, are used during transmission. Every data transfer is logged to support
traceability and auditing, while stringent firewall rules regulate both inbound and
outbound traffic. Collectively, these measures ensure that data remains secure,
available, and protected from unauthorized access or compromise throughout the
project.

Where certain data needs to be kept closed due to confidentiality or intellectual
property reasons, access will be restricted to authorized personnel under Non-
Disclosure Agreements (NDAs). No personal data is expected to be managed
under the project; but if the case arises, it will be managed following the Regulation
(EU) 2016/679 of 27 April 2016 on the protection of natural persons with regard to
the processing of personal data and on the free movement of such data, and
repealing directive 95/46/EC (General Data Protection Regulation, GDPR), as
stated on the Subsidy contract.

6. Ethical aspects

All activities developed in ENEPORTS must comply with ethical principles and
relevant national, EU and international legislation, the Charter of Fundamental
Rights of the European Union and the European Convention on Human Rights.

Based on the analysis of no personal data in ENEPORTS, the need for the
appointment of a DPO of the Project has been assessed according to the rules set
out in art. 37 GDPR and considered unnecessary.
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If subsequent versions of this document introduce any changes that affect any of
the points indicated in the previous paragraph, the suitability of the appointment
of a DPO will be reassessed.

The ethics review of the Project will ensure that ENEPORTS adheres to all ethical
guidelines and legal requirements, including compliance with Data Protection
Regulations. The project will follow the European Union’s General Data Protection
Regulation (GDPR) for any personal or sensitive data that may be collected,
ensuring that data subjects' rights are protected. No personal data is expected to
be collected in this project, but should any arise (e.g., data from stakeholders or
collaborators), informed consent will be necessary, and data anonymization
procedures will be implemented.

The ethics review process will also consider all statements ENEPORTS is
committed to on the Project Approved Form.

Regarding passive ethics matters, ENEPORTS commits to manage all data under
the following conditions:

Anonymization: If personal or sensitive data is collected, which should not
happen, anonymization techniques will be employed to protect the identities of
individuals. This includes the removal of any personally identifiable information (Pll)
before data is shared or published.

Minimizing Bias: to ensuring that any models, simulations, or analyses (e.qg.,
digital twins or energy consumption projections) are free from bias. This includes
carefully documenting methodologies and providing transparency in the selection
of data inputs, to ensure that the results are reproducible and unbiased.

Environmental and Societal Impacts: As the project focuses on
digitalization and decarbonization of port areas, ethical aspects related to
environmental responsibility will be considered. This involves ensuring that the
deployment of renewable energy technologies and actions for digitalization align
with sustainability goals and does not cause unintended harm to surrounding
ecosystems or communities.

Controlled Access to Sensitive Data: As mentioned in the data security
section, any sensitive or proprietary data will be protected using secure access
protocols, and sharing will only be done with authorized individuals or partners.
Ethical use of this data will be maintained through strict access controls and clear
agreements with those who gain access.

7. Other

e Refer to other national/funder/sectorial/departmental procedures for data
management that you are using (PENDING)
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