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Disclaimer

This document has been produced in the context of the ENEPORTS Project. The
ENEPORTS project is part of the Interreg Atlantic Area (IAA) Program for research
and development and as such, funded by the European Commission. All the
information in this document is provided because of research undertaken by
Partners of the Consortium. The user thereof must use the information taking into
consideration the unique characteristics of the Partners included in the research.
The user will use the information at its sole risk and liability. For the avoidance of
all doubts, the Interreg Atlantic Area (IAA) Authorities have no liability concerning
this document, which merely represents the authors’ view.
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Executive summary

This deliverable aims to provide a methodology of the complete process of
integrating hybrid renewable energy systems in Port areas and how to operate
them. The methodology covers the process since the very beginning, at the
drafting phase, by considering all challenges present in the process. Both the
design and operation phases are also explained, and the document includes
specific data and examples regarding the data collection and requirements so the
systems can be operated from a unified Platform. Some of the inputs in this
deliverable come from other Eneports’ deliverables already available on the
website of the project (R3, R6, R13 and R14).

About ENEPORTS

ENEPORTS's main objective is to promote energy efficiency and reducing
greenhouse gas emissions in the maritime sector through the implementation of
renewable energy and low-carbon impact technologies at Atlantic Area Ports. Not
only the implementation of those technologies but also an Energy Management
System will try to optimize the energy consumption of the unique ports energy
ecosystems.

Three ports of the Atlantic Area located in Spain and Portugal will serve as
experimental areas for simulating the energy environments integrating both
renewable and/or low-carbon energy and energy efficiency protocols. The interest
relies on simulating different integrations for each port, considering a diverse range
of energy ecosystems that will help develop a tool able to manage all energy inputs
of the ecosystem towards the decarbonization and boosting energy efficiency at
ports. Eventually, ports could become Energy HUBs generating, through renewable
sources, all necessary energy to match their demand. Technologies included in the
different ports are onshore wind energy, offshore (fixed and floating) wind energy,
photovoltaic energy (floating and onshore), Onshore Power Supply, sea energies
(tidal and wave energies), batteries, electric vehicle charging stations and green
hydrogen through hydrogen electrolyzers.

The aim is to decarbonize a difficult-to-decarbonize sector through innovative
energy technologies, digitalization and intelligent models that will manage all
information and help improve the energy efficiency of each port, setting a
replicable model that could be worldwide implemented by other ports.
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Abstract

This deliverable provides a methodology for the design and operation of hybrid
renewable energy systems in port environments. The proposed approach
addresses the complete lifecycle of the energy system, from the initial assessment
and design phase to operation, monitoring and continuous improvement. The
methodology considers the integration of renewable generation technologies,
energy storage systems and new electrified loads within existing port
infrastructures, considering technical, operational and economic aspects.

The document describes the main analyses required during the design phase,
including the characterisation of generation and demand profiles, assessment of
simultaneity between generation and consumption, storage sizing, evaluation of
internal grid capacity, compliance with grid codes, power quality requirements,
interoperability, cybersecurity and scenario analysis. In addition, the operational
phase is addressed through topics such as grid-connected and islanded operation,
stability in converter-dominated systems, hierarchical control architectures, EMS
and PMS integration, power quality monitoring, participation in flexibility
mechanisms, Digital Twins, condition-based maintenance and continuous
improvement strategies.

Overall, the deliverable aims to provide practical recommendations that may
support port authorities, operators and engineering teams in the planning,
procurement, implementation and operation of hybrid energy systems integrated
within port infrastructures.

8

- _
- Port Ferrol o Teonoincovae Ak OLLSCOILMAGAILLIMHE
1'-9 aro N futhomy S5 Pueno [JBuilders g mER i () P of gl @) i

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
a0 005 rorios o~



ADMINISTRAGAO BOS RORTOS.
CoURG - LEBES ViANA

Interreg
X Atlantic Area

1. Introduction

The energy transition in the port sector is one of the main challenges in moving
towards more sustainable, efficient and resilient operating models. Ports are
critical infrastructures with highly complex energy systems, where energy
consumption is linked to logistics, industrial activities, ancillary services, buildings,
lighting, electric mobility, shore power supply systems for ships and, increasingly,
new demands arising from the electrification of operations traditionally reliant on
fossil fuels.

In this context, the integration of hybrid systems based on renewable energy and
low-carbon technologies represents a strategic opportunity to reduce greenhouse
gas emissions, decrease external energy dependence and optimise the use of
available resources within the port environment. The combination of photovoltaic
and wind power generation, energy storage, green hydrogen, electric vehicle
charging points, OPS systems and other emerging technologies enables the
creation of more flexible energy ecosystems, capable of adapting to different
patterns of demand and the availability of renewable resources.

However, the implementation of these systems cannot be approached solely from
the perspective of energy capacity. The variable nature of renewable energy
sources, the coexistence of multiple operators, the critical importance of certain
port services, and the limitations of internal electricity networks make it necessary
to develop a comprehensive methodology that covers both the planning and
design phase and the operation and continuous improvement phase. This
methodology must enable the assessment of the technical, economic and
operational viability of hybrid systems, as well as the definition of the minimum
requirements to be specified in preliminary studies, engineering projects, tenders
and energy management platforms.

The aim of this deliverable is to establish recommendations and methodological
criteria for the integration and operation of hybrid renewable energy systems in
port environments. To this end, it addresses the main aspects that must be
considered during the design phase: characterisation of generation profiles,
analysis of historical meteorological data, demand modelling, assessment of the
simultaneity between generation and consumption, storage sizing, integration
capacity within the internal electricity grid, compliance with grid codes, supply
quality, interoperability, communications, cybersecurity, scenario simulation and
technical-economic analysis.

The operational phase is also being developed, in which the following aspects take
on particular importance: control strategies for grid-connected and islanded
operation, voltage and frequency stability, the coordination of energy assets, the
integration of EMS and PMS systems, power quality monitoring, participation in
flexibility mechanisms or ancillary services, the use of digital twins, condition-
based and predictive maintenance, and the continuous improvement of control and
filtering systems.
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Digitalisation is a cross-cutting theme throughout the methodology. The availability
of reliable data, with sufficient temporal resolution and appropriately structured, is
essential for the development of predictive models, optimisation algorithms,
energy management platforms and simulation tools. In this regard, hybrid port
systems must be conceived from the outset as digitalised, interoperable and
cyber-secure energy infrastructures, avoiding isolated integrations or proprietary
solutions that limit their future scalability.

This document is intended to serve as a practical guide for port authorities,
operators, designers and public or private bodies involved in the decarbonisation
of the port sector. The recommendations set out herein aim to facilitate decision-
making during the planning, procurement, implementation and operation of
renewable hybrid systems, promoting solutions that are technically robust,
economically viable and replicable in other ports.

2. Methodology for the design and
operation of hybrid systems in ports

2.1. Design phase

The design phase of a renewable hybrid system in a port environment must be
structured as a data-driven engineering process, with traceability from the port’s
operational requirements (services, criticality, grid constraints) through to the final
technical configuration (installed technologies, sizing, operational strategies, and
interoperability and cybersecurity requirements).

During this design phase, generation and demand profiles are consolidated, along
with the characterisation of critical, uninterruptible and flexible loads, the analysis
of simultaneity between resources and consumption, the preliminary sizing of
energy storage, and the definition of modelling/simulation and technical-economic
analysis requirements, so that port authorities have the necessary technical criteria
to properly define the requirements in subsequent studies and tender documents.

At the same time, given the growing importance of digitalisation and remote
operation, interoperability requirements, communication protocols and
cybersecurity measures must be defined at the design stage to avoid ad hoc
integrations that could compromise the operation and security of the system. In
port environments, this phase is particularly sensitive due to the coexistence of
multiple operators, heterogeneous assets and reliance on critical services.

2.1.1. Generation profiles

The definition of generation profiles is one of the key elements of the design phase,
as it directly determines the sizing of generation and storage assets, as well as
operational and energy management strategies. The aim of this process is to
construct time series representative of the expected output of each renewable

10
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technology under consideration (photovoltaic, wind, etc.) with sufficient temporal
resolution to capture the intraday and seasonal variability of the resource, as well
as its impact on the overall operation of the system. In general, it is recommended
to use 15-minute resolutions, particularly when the system includes energy storage
or advanced control strategies, where generation ramps and short-term
imbalances become particularly significant.

The main challenge associated with characterising renewable generation profiles
is their inherently variable and uncertain nature, stemming from their direct
dependence on uncontrollable weather conditions. This variability introduces
uncertainty in both the design phase and during operation, potentially leading to
deviations between forecast and actual generation, known as forecast error.

These deviations can adversely affect the operational stability of the hybrid
system, the optimal sizing of energy storage, and the system’s ability to meet
demand or maximise self-consumption. It is therefore essential not only to estimate
representative generation profiles, but also to analyse variability, extreme values
and forecast error, incorporating this factor into the system design and the
development of energy management strategies.

To develop these generation profiles, it is necessary to use reliable historical
meteorological data that is representative of the site or its immediate surroundings.
This data can be obtained from local weather stations, in-house sources, satellite
databases or specialised tools, such as the PVGIS (Photovoltaic Geographical
Information System), which allows photovoltaic production to be estimated based
onirradiance data, temperature and the technical characteristics of the installation.
Furthermore, the use of meteorological reanalysis databases, such as ERAS from
the Copernicus programme, provides consistent, long-term time series, which
facilitates the generation of representative scenarios and sensitivity analysis in
response to climatic variations.

Furthermore, in the context of hybrid systems managed via digital energy
management platforms, it is important to consider the role of renewable generation
forecasting models, which enable the estimation of future output and the
optimisation of system operation. These models may be based on different
approaches, including physical models based on numerical weather prediction,
statistical models that use historical relationships between variables, or advanced
artificial intelligence techniques, such as machine learning algorithms and neural
networks, capable of capturing complex and non-linear relationships between
meteorological variables and electricity generation. Reinforcement learning
techniques are currently being applied to optimise the joint operation of generation
and storage under conditions of uncertainty, improving operational efficiency and
reducing the impact of forecasting errors.

In this context, whilst it is not necessary to implement these models directly during
the design phase, it is essential to define the data requirements, the necessary
temporal resolution and the required level of accuracy, so that subsequent studies
and energy management tools can properly integrate forecasting and optimisation
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functions. It is also recommended to evaluate generation profiles not only from an
annual energy perspective, but also by considering their temporal distribution and
the extent to which they coincide with consumption profiles, given that this factor
is crucial for maximising self-consumption, minimising exchanges with the grid and
optimising the sizing of the storage system.

2.1.2. Weather historical data

The analysis of historical meteorological data enables the available renewable
resources to be properly characterised and provides the information required for
the development and training of energy forecasting models. This data is essential
both for estimating renewable generation potential and for feeding into forecasting
models that help to improve the planning and operation of the energy system.

The availability of high-quality meteorological time series enables the generation
of representative energy production profiles and the assessment of the temporal
variability of renewable resources. For this type of analysis, it is recommended to
use historical data with hourly or sub-hourly temporal resolutions and sufficiently
long time series to capture the seasonal and interannual variability of the energy
resource. These data are commonly used to construct Typical Meteorological
Years (TMY) or simulation scenarios used in energy models.

The meteorological variables required depend largely on the renewable technology
in question. In the case of photovoltaic generation, estimation and forecasting
models primarily use variables related to solar radiation and atmospheric
conditions that affect the performance of the modules. Among the most relevant
variables are global horizontal solar irradiance (GHI), direct normal irradiance (DNI),
diffuse horizontal irradiance (DHI), and ambient temperature. These variables
enable the estimation of both expected energy production and the dynamic
behaviour of the photovoltaic system throughout the day. In photovoltaic
generation forecasting applications, these meteorological variables are also
combined with temporal and operational system variables to train forecasting
models that enable the prediction of renewable energy production over different
time horizons.

Among the most widely used machine learning models is the “Temporal Fusion
Transformer” (TFT), a neural network-based architecture designed specifically for
multivariate forecasting problems in time series. This model enables the capture of
both short- and long-term temporal relationships and the incorporation of multiple
explanatory variables into the forecasting process. The model is based on an
autoregressive approach, using historical generation data and meteorological
variables as input to estimate future energy production over different time
horizons. Various meteorological and temporal data, such as ambient temperature,
global solar radiation, zenith and azimuth solar angles, and cyclically encoded
temporal variables such as the month of the year, are used as independent
variables for model training.
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The development of predictive models also requires a preliminary data pre-
processing step to ensure the quality and consistency of the time series used in
training. The techniques applied include the detection and removal of outliers, the
imputation of missing data, and the transformation of time-series variables using
cyclic encoding. This latter technique allows the periodic nature of variables such
as the time of day or the day of the week to be correctly represented using
trigonometric functions based on sine and cosine, thereby avoiding incorrect linear
interpretations and facilitating the capture of temporal patterns in the prediction
models.

In the case of wind energy, estimation and prediction models require a different set
of meteorological variables, focusing primarily on the characterisation of the wind
resource. The most relevant variable is wind speed, which is usually measured at
different heights or extrapolated to the height of the wind turbine hub using
logarithmic profiles or power laws. In addition to wind speed, variables such as
wind direction, air temperature, atmospheric pressure and air density are also
used, as they directly influence the power available in the wind flow and, therefore,
the wind turbine’s energy output. Some wind forecasting models also incorporate
variables derived from numerical weather models, which improve the estimation of
wind resources over short- and medium-term time horizons.

The integration of historical meteorological data with energy forecasting models
significantly improves the planning and operational capabilities of hybrid energy
systems. In particular, renewable generation forecasts are a key element in the
scheduling of energy resources within energy management systems, facilitating
decisions related to the operation of storage systems, demand management or the
optimisation of self-consumption.

2.1.3. Characterization of load profiles

Port infrastructure involves a wide range of activities and energy consumption
associated with logistics operations, port services, industrial facilities and auxiliary
systems, resulting in complex demand profiles that vary significantly over time. For
this reason, it is necessary to analyse electricity demand behaviour in detail using
time series of consumption, preferably with sub-hourly resolution, to identify
operating patterns, demand peaks and simultaneities between different loads.

Among the main sources of energy consumption in a port are cargo-handling
equipment, such as port cranes or automated terminal systems, outdoor lighting
systems, administrative and service buildings, logistics and industrial facilities, as
well as shore power supply systems for moored vessels (Onshore Power Supply)
or electric vehicle charging stations. The growing electrification of port operations
and the incorporation of new energy technologies are progressively altering the
structure of ports’ energy demand, reinforcing the need for detailed consumption
models.

Demand characterisation is not limited solely to the analysis of total consumption
but requires identifying the criticality and flexibility of the various loads connected
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to the system. From an operational perspective, loads can be classified according
to their supply priority and their ability to be managed in situations of generation
constraints or power system contingencies.

Firstly, critical loads are identified; these must remain operational at all times for
reasons of safety, service continuity or significant economic impact. This type of
load may include port security systems, essential lighting, control and
communications systems, as well as certain operational services whose
interruption could affect the safety of port operations.

Secondly, there are interruptible loads, which can be temporarily disconnected
without compromising system security or causing serious operational
consequences. These loads can be managed through demand reduction or
disconnection strategies in energy contingency situations.

Finally, there are flexible loads whose operation can be shifted over time or
adjusted according to the availability of energy resources (‘load-shifting’). This
type of consumption is particularly relevant for the implementation of active
demand management strategies, as it allows energy consumption to be adapted
to the availability of renewable generation or storage.

Identifying these load categories enables the implementation of prioritisation
strategies in the operation of the energy system, particularly in port microgrids
with high penetration of renewable energy. In situations where available generation
is insufficient to meet total demand, load-shedding mechanisms can be applied to
maintain the stability of the electricity system by prioritising supply to critical loads.
This type of system is normally activated when critical conditions are detected in
the grid, such as frequency drops, overloads in electrical equipment or generation
shortfalls.

Modern load shedding systems are based on automation and protection platforms
that enable the rapid identification of emergency conditions and the
implementation of selective load shedding strategies based on priority. These
solutions can be implemented using digital protection systems and energy
automation platforms that monitor electrical variables such as frequency, power or
voltage in real time, and apply predefined disconnection schemes to preserve the
stability of the electrical system. In line with various technological developments in
the field of power grid automation, load shedding systems significantly reduce the
risk of power cuts in industrial facilities and complex power grids, ensuring
continuity of supply to priority loads.

In complex industrial and energy environments, such as port areas, these systems
can be configured using hierarchical load prioritisation schemes that determine the
order in which different consumer groups are disconnected based on their
operational criticality. In this way, during energy emergencies, the electricity
system maintains supply to the most critical loads whilst progressively
disconnecting those loads whose interruption has the least operational impact.
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This approach minimises the operational consequences of an energy shortfall and
prevents the propagation of faults in the electricity grid.

Information regarding the criticality, flexibility and temporal behaviour of loads is
used as input for simulation and optimisation models that enable the evaluation of
different operational strategies for the energy system, including the scheduling of
renewable generation, the use of energy storage and the activation of demand
response mechanisms.

For all these reasons, it is of the utmost importance during the design phase to
carry out a detailed characterisation of consumption profiles and to identify load
priorities.

The information in this section has been drawn from the following sources:[1], [2],

[3]

2.1.4. Simultaneity between generation and
consumption

The synchronisation between renewable generation and energy demand is one of
the most important aspects in the design of hybrid energy systems, as it
determines the extent to which the generated energy can be utilised directly and
the need for additional energy management mechanisms, such as storage or
exchange with the electricity grid. This concept refers to the temporal alignment
between the output profiles of installed renewable technologies and the system’s
energy consumption profiles.

In systems with a high penetration of renewable energy, energy production
depends directly on the availability of natural resources, which introduces
significant variability in generation. In particular, photovoltaic generation exhibits a
characteristic profile concentrated in the middle of the day, determined by the
availability of solar radiation. In contrast, wind generation tends to be more evenly
distributed throughout the day and can reach high levels during night-time periods
or at times when solar generation is limited. This difference in generation profiles
can lead to imbalances between production and demand when the technologies
are considered independently.

Analysing the synchronisation between generation and demand makes it possible
to assess the degree of overlap between the two-time curves and to estimate the
level of direct self-consumption that can be achieved within the energy system.
When there is a high degree of temporal overlap between renewable generation
and energy consumption, a greater proportion of the energy produced can be used
directly by the system’s loads, reducing the need for energy storage or for feeding
surplus energy into the grid. Conversely, when generation exceeds instantaneous
demand, energy surpluses are produced which must be managed through storage
or export to the electricity grid (where possible, subject to the grid’s capacity at
that point).
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This temporal alignment is typically analysed by comparing time series of
renewable generation and demand, preferably at hourly or sub-hourly resolution.
Based on this analysis, periods of energy deficit—where demand exceeds available
generation—and periods of surplus—where renewable production exceeds system
consumption—can be identified. This analysis is a key tool for the sizing of hybrid
systems, as it allows for the estimation of achievable self-consumption levels, the
assessment of energy storage requirements, and the definition of operational
management strategies.

The hybridisation of renewable technologies is an effective strategy for improving
the alignment between generation and demand. Combining technologies with
complementary output profiles helps to reduce the overall variability of renewable
generation and increase the likelihood of matching energy consumption patterns.
An example of this is the hybridisation of wind and solar power generation. As
various studies on the hybridisation of renewable technologies show, the
production profiles of both technologies exhibit complementary behaviour on both
a daily and seasonal scale. Whilst photovoltaic production is concentrated during
daylight hours and peaks around midday, wind power production can extend
throughout the day and reach higher levels at night or during seasons with lower
solar radiation.

This complementarity can be clearly observed in the daily and annual generation
profiles analysed in studies on the hybridisation of renewable technologies, where
the overlap of both curves helps to smooth out the variability in overall energy
production.

As an example of such hybridisation, some graphs taken from REE (Red Eléctrica
Espafola) are shown, illustrating annual and daily solar and wind generation
profiles.
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Figure 1: Graphics from hybrid renewables energy generation technologies. Extracted from REE tools
and materials.

In addition to the complementarity between generation technologies, the
alignment between generation and demand can be improved through active
demand management strategies. These strategies enable certain energy
consumption patterns to be shifted or adjusted to coincide with periods of higher
renewable generation availability. In advanced energy systems, these strategies
are implemented through energy management platforms that integrate models for
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forecasting renewable generation and energy demand, enabling the optimisation
of system operation in real time.

Consequently, the analysis of the synchronisation between generation and
demand constitutes a fundamental step within the design methodology for hybrid
systems, as it enables the assessment of the degree of direct utilisation of
renewable energy, identifies the need for energy storage systems, and defines
operational strategies that maximise the efficiency and sustainability of the energy
system.

The information in this section has been drawn from the following sources:[1], [4],

[5]
2.1.5. Storage capability and characteristics

Energy storage enables the management of temporary imbalances between
renewable generation and energy demand. As indicated in the analysis of the
synchronisation between generation and consumption, output from renewable
sources exhibits high temporal variability due to its dependence on weather
conditions. In this context, energy storage systems enable surplus generation to
be absorbed during periods of high output and subsequently released when
demand exceeds available generation.

The sizing of energy storage systems is an essential stage in the design of hybrid
systems. This sizing must be carried out considering multiple factors, notably
renewable generation profiles, energy demand profiles, levels of simultaneity
between production and consumption, and the operational strategies planned for
the system. In many cases, the incorporation of storage enables the optimisation
of the energy system configuration by allowing the installation of lower-capacity
renewable generation technologies whilst ensuring more effective utilisation of the
energy produced. In this way, storage can help improve the utilisation rate of the
renewable energy generated and reduce the need for oversized generation
infrastructure.

There are various energy storage technologies that can be applied in port energy
systems, each with its own specific technical and operational characteristics.
These include electrochemical storage systems, mechanical storage, thermal
storage and storage using energy carriers such as hydrogen. However, in port
applications and medium-scale hybrid systems, electrochemical storage systems
based on electric batteries are currently the most widespread technology due to
their high efficiency, rapid response time and ease of integration into electricity
grids.

Electrochemical batteries enable the storage of electrical energy through
reversible electrochemical processes and are notable for their high energy
efficiency. Among the most widely used technologies are lithium-ion batteries,
which currently dominate the stationary storage market due to their high energy
density and high efficiency. These batteries enable the provision of both short-
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and medium-term energy services, such as peak power management or the
storage of surplus renewable generation.

In addition to electric batteries, other energy storage technologies can also be
considered in port environments. These include hydrogen energy storage via
electrolysis, which enables surplus renewable energy to be converted into green
hydrogen that can subsequently be used as an energy carrier in industrial
applications, transport or electricity generation via fuel cells. Similarly, thermal
storage can be used in certain port energy systems to manage surplus energy by
converting it into thermal energy, which is subsequently used in industrial
processes or air-conditioning systems.

Another category of storage technologies comprises mechanical storage systems,
which include solutions such as flywheel storage or hydraulic pumping systems.
Although these technologies have specific applications in certain energy systems,
their implementation in port environments is often more limited due to constraints
relating to space, cost or operational characteristics.

One of the most significant aspects of operating electrochemical storage systems
is the gradual degradation of batteries over time. Battery degradation is primarily
linked to the number of charge and discharge cycles performed, as well as factors
such as depth of discharge, operating conditions and temperature. Intensive use
of batteries, characterised by frequent or deep charge and discharge cycles, can
accelerate their degradation and reduce their service life. Temperature is another
critical factor in battery degradation. For this reason, thermal management of
storage systems is essential to ensure their proper functioning.

For all these reasons, the design of energy system operation strategies must
consider not only the energy optimisation of the system, but also the proper
management of the life cycle of storage systems.

Battery management strategies are based on control algorithms that optimise the
use of storage by minimising degradation and maximising service life. These
strategies may include limiting the depth of discharge, controlling the number of
daily cycles, or dynamically managing the battery’s state of charge. Integrating
these strategies into energy management platforms enables the simultaneous
optimisation of both energy performance and the durability of storage systems.

Consequently, the correct selection of storage technology, the appropriate sizing
of its capacity, and the design of efficient operating strategies are fundamental
elements within the design methodology for hybrid energy systems.

The information in this section has been drawn from the following sources:[6], [7],

[8].
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2.1.6. Internal electrical grid capacity and integration
assessment

To guarantee that port infrastructures can support progressive electrification, with
the appearance of new consumption profiles and the integration of new energy
technologies, a prior assessment of the internal electrical grid capacity is required.

The first step is the characterization of the existing electrical system. For this
purpose, it is necessary to collect detailed technical information from port
infrastructure operators, including single-line diagrams of the internal network,
substations, transformers, medium- and low-voltage feeders, as well as the
location and characteristics of existing loads and generation technologies.

Once the exiting network has been characterised, different integration scenarios
should be evaluated. These scenarios typically include the deployment of new
generation technologies and the incorporation of additional electrical demand
associated with the progressive electrification of port activities. In particular, given
that Ports are frequently considered critical infrastructures, contingency analyses
under N-1 criteria should also be performed in order to verify system behaviour
under fault conditions and evaluate the structural robustness of the network.

It is also necessary to evaluate the strength of the electrical system through short-
circuit studies at different nodes of the network. In parallel, load flow studies
should be performed to assess network behaviour under different operating
scenarios. These analyses allow the identification of thermal overloads, voltage
deviations and other operational constraints that may arise under different demand
and generation conditions.

Another important aspect of the analysis is the determination of the hosting
capacity of the internal network, understood as the maximum amount of new
generation or demand that can be integrated without requiring major structural
reinforcements. This assessment is generally carried out iteratively by
progressively increasing the connected power at different nodes until operational
limits associated with thermal ratings, voltage quality, stability or protection criteria
are reached.

Furthermore, the electrical models used for the assessment of new generation
assets, storage systems and large electrical loads must comply with the technical
requirements established by the corresponding Transmission System Operators. In
Spain, for example, Red Eléctrica de Espafia defines specific modelling
requirements through technical procedures and guidelines, ensuring that all
models accurately represent both steady-state and dynamic behaviour of the
assets. Similar requirements apply across European countries, where harmonised
grid codes define the necessary conditions for the integration of new technologies.

The information in this section has been drawn from the following sources: [9],
[10], [11]
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2.1.7. Grid Codes of application and power quality
requirements

The integration of the Port hybrid microgrid into the electrical system must comply
with the grid connection and operational requirements established by the
corresponding Transmission System Operator (TSO) and Distribution System
Operator (DSO). A detailed review of the European and national regulatory
framework is provided in deliverable R3 — Methodology for integration of green
energy port ecosystems on power grids and markets, including grid access
procedures, self-consumption regimes and port-specific  regulatory
considerations.

From the grid operation perspective, hybrid systems combining renewable
generation, storage systems and flexible loads may behave as a single controllable
entity under a common Energy Management System (EMS). This coordinated
operation enables the aggregated management of generation, storage and
demand-side resources and may facilitate participation in flexibility mechanisms or
ancillary service schemes, depending on the applicable regulatory framework.

Accordingly, the microgrid must support real-time communication and dispatch
capabilities, including the exchange of operational measurements, status signals
and control commands required for grid supervision and balancing services.

The main standards and regulatory frameworks associated with grid integration
and power quality are summarized in the following table:

Table 1: Standards and regulations affecting to frid integration and power quality.

Standard ' Requirement

European Network Defines operational requirements for generators,
Codes (RfG, DCC, demand and storage systems

SOGL)

National Grid Codes / National requirements for grid access, protection
TSO Requirements schemes and system operation

IEEE 519 Harmonic current and voltage distortion limits
IEC 61000 Series Electromagnetic compatibility and power quality

requirements (voltage quality, flicker, harmonics and
disturbance limits)
IEC 61000-4-30 Standardized power quality measurement methods

EN 50160 Defines acceptable voltage and frequency ranges in
distribution systems

The increasing deployment of renewable generation, storage systems and OPS
installations is progressively transforming the electrical behaviour of port
networks. Unlike conventional synchronous generation, these technologies are
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connected through power electronic converters which introduce new operational
requirements related to power quality, stability and system control.

In this sense, modern grid codes increasingly require this converter-based
resources to actively contribute to power system stability through the provision of
ancillary services traditionally supplied by synchronous generation. These
functionalities include voltage regulation through reactive power and power factor
control, active power curtailment, frequency response, synthetic inertia provision
and reserve support. Battery Energy Storage Systems (BESS) are particularly well
suited for these applications due to their fast dynamic response and operational
flexibility.

From a power quality perspective, converter-based assets may introduce harmonic
distortion, voltage fluctuations and electromagnetic disturbances that must remain
within the limits established by the applicable standards.

On the other hand, the system must maintain operational continuity during
temporary voltage disturbances through Fault Ride-Through (FRT) capability.
Rather than disconnecting during short-duration voltage dips, converter-based
resources are increasingly required to remain connected and contribute to system
recovery during transient events, thereby enhancing overall grid resilience and
stability.

The information in this section has been drawn from the following sources: [11],
[12], [13]

2.1.8. Interoperability, communication protocols and
cybersecurity

When integrating hybrid energy systems within port ecosystems, it is highly
recommended to follow a standardized approach. This includes applying
consistent communication protocols, whenever possible, between a central unit
responsible for collecting, storing, and processing data and the various assets that
generate energy-related data within the port area. At the same time, cybersecurity
must be embedded by design, not only during the integration of hybrid energy
systems but also throughout the modernization and upgrading of communication
networks.

Port areas encompass a wide range of assets that consume, generate, and store
energy, each with distinct operational profiles either at different times of the day
or simultaneously. All these assets depend on energy to function. At the same time,
ports are critical infrastructures where power outages are not an option. These
characteristics highlight the need for ports to effectively manage complex energy
ecosystems that support industrial and logistical activities.

As ports increasingly take on the management of diverse energy vectors and
assets, it becomes essential to enhance data collection and management
processes. The more ports can learn from the data and best practices of others,
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the faster and more effective their decision-making becomes. For this reason,
interoperability and data governance must be addressed together. Standardized
frameworks such as the IMO Compendium and the Port Call Optimization Guide
support interoperability and enable secure data exchange across the global
maritime ecosystem.

Given their nature as critical infrastructures, all processes related to data
collection, communication, storage, and management must comply with
appropriate cybersecurity standards. These aspects are addressed in Report 14
produced by the Eneports project (Work Package 4), which provides cybersecurity
recommendations to support the secure digital and energy transition of ports. The
report emphasizes the importance of assessing both IT and OT capabilities. Robust
cybersecurity measures enable ports to protect critical infrastructure, safeguard
sensitive data, and ensure operational continuity, thereby supporting the transition
toward sustainable and intelligent ports. This is particularly important given the
high level of coordination required to manage concessionaires, operations, and
energy-related data.

Cybersecurity recommendations are aligned with internationally recognized
standards, including IMO MSC.428(98), ISO/IEC 27001, ISO/IEC 62443, and the
NIST Cybersecurity Framework. More specifically, and in the European Union
Context, Atlantic Ports like the ones included as Partners in the Eneports Project,
have a Guidelines’ Handbook compiling the good practices for cyber risk
assessments to, in their words, “adapt to whatever risk assessment methodology
they follow” referring to Port operators. They introduce a four-phase approach to
cyber risk management, aligned with established risk management principles and
mapped to the ISPS Code and relevant EU legislation on port and port facility
security.

Port management extends beyond logistics, energy, and freight transport. It also
involves the coordination of people. Therefore, cybersecurity must be continuously
addressed across all interconnected systems and organizational levels. Personnel
must be adequately trained, aware, and actively engaged in a strong cybersecurity
culture as part of standard port operations.

When integrating hybrid energy systems, each facility and component should be
treated as part of a broader interconnected infrastructure. This is particularly
important when systems interact with one another. Cybersecurity measures
(including encryption protocols and standardized procedures) must be applied not
only within individual energy systems but also across interfaces with external
systems, such as smart grids, energy communities, or onshore power supply (OPS)
systems. This approach ensures that each segment of the network is secured,
reinforcing the resilience of the overall infrastructure and limiting the propagation
of potential cyberattacks.

Ports are increasingly moving toward automation, which benefits from the
availability of large datasets used in artificial intelligence (Al) and machine learning
applications. Automation enables advanced capabilities such as anomaly detection
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and self-healing systems. However, in the context of cybersecurity, automation
must be complemented by redundancy mechanisms and manual override
capabilities to meet the strict requirements of critical infrastructures in the event
of system failures.

In summary, cybersecurity must be integrated from the moment of technological
development and maintained throughout the continuous modernization of port
systems. National and international regulations related to Al and emerging
technologies must also be tailored to port environments. Guidance from
organizations such as the European Union Agency for Cybersecurity (ENISA) and
the International Association of Ports and Harbors (IAPH) should serve as
reference frameworks to support the transition toward digitised, cyber-secure, and
energy-efficient port ecosystems. Ultimately, standardised data communication is
essential to ensure interoperability, secure data exchange, and improved decision-
making, as well as to enhance the performance of predictive and analytical models.

2.1.9. Modelling, simulation and scenario analysis of
the port system

Before installing the energy generation and storage facilities or infrastructures, it’s
convenient to model the whole energy and grid system to check whether the
integration of VRES or storage facilities affects and how.

As Port environments and Port Authorities are historical entities and normally, large
infrastructures that have evolved adapting to different needs throughout time, it is
difficult to keep track of all actions that have taken place. Additionally, the political
shape of a Port organization, given their importance for society, sometimes make
difficult to count on specific Port Staff that is aware of all changes that, for
example, the Port electricity grid has gone through.

Therefore, even though it may seem trivial, the first step of the modelling is to
gather all possible information that allows the technical experts to develop a digital
twin or a digital model of a Port. This information, being Port areas critical
infrastructures, is not public and can only be obtained through Port Authorities.

But not only technicalities regarding the grid and energy network are important.
Concessionaires are the main ones responsible for stressing the network through
their demand requirements and operation. All in all, meetings with both Port
Authorities and their Concessionaires are necessary to develop an energy profile
model (including all seasons of the year) that the grid must support.

When integrating renewable energy and storage technologies, it is important to
properly size these technologies using the different energy loads cases from Ports
and their Concessionaires, optimising the investment, reducing the impact of the
facilities (the less is installed, the lower the impact will be) and improving the overall
energy efficiency of the Port Energy System.
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Current electricity networks of Ports are normally oversized to prevent any failure
given the Ports and its Concessionaires’ operations, but the grid protection system
must be studied for addressing whether any update or upgrade towards energy
generation or storage is necessary or not. In the end, energy generation and
energy storage work in a different manner that all other energy assets that are
currently being part of the grid. Energy generation and storage work adding energy
and with a bidirectional load respectively, while Port infrastructures and
Concessionaries are demanding energy from the grid. These new features must be
considered and adaptations for energy generation and storage integration must be
made, always complying with the current pertinent national regulations.

It is important to integrate all systems, loads and datasets in the same shape,
coding language, format. When having the same amount of data with the same
timestamps, the different models integration becomes easier and help prediction
models to be trained better.

Nowadays, there are multiple software solutions that allow Power Systems
modelling and Simulation. For the Eneports case, the software used is DigSILENT
Power Factory tool used in the analysis, planning and operation of electrical power
systems. This environment enables a detailed representation of the existing
electrical infrastructure, including medium- and low-voltage networks,
substations, power lines, loads, renewable generation, storage systems and new
consumption associated with port electrification.

Power Factory enables the construction of a complete electrical model of the port
system based on available network information: single-line diagrams, line and
transformer characteristics, consumption profiles, renewable generation data and
future growth forecasts. Once the base model has been implemented, it is possible
to carry out quasi-dynamic load flow simulations to assess the electrical behaviour
of the system under different operating conditions, identifying load levels on lines
and transformers, voltage profiles, potential congestion, electrical losses and
available margins for the integration of new technologies.

The software allows users to work with time-series profiles of load and generation,
making it easier to simulate representative scenarios over time. In this way, it is not
just a specific operating point that is analysed, but the system’s behaviour in
response to hourly, seasonal or activity-related variations. This is particularly
relevant in ports, where energy demand may depend on daily operations, the
presence of vessels, logistics activity, the use of electrical machinery or the
availability of renewable resources.

In the software, current and future scenarios of the Ports are assessed, being able
to evaluate not only the current performance and immediate inefficiencies to be
address, but also the problems that the electricity network may suffer with
different expected lines of evolution. The future cases are developed alongside
Port Authorities to include expected business increase among the current
Concessionaires and potential Concessionaires, Energy Generators or Energy
Storage Systems (if they make sense) that could settle down in the Port

25

APDL T gl comcnzoetenenee 0 o0 L icois nrinaEnTEuRS

Ferrcl - a0 Chras.

—

ENEPORTS

- I
% - Port mm errol . T oo A p g
- uto Tecnoldgico y t of Gal OLLSCOILNAGAILLIMHE
A2, Authority m Puerto D Builders @ etee Ronoracie ) Port of Galway Q UNIVERSITYor GALWAY



Interreg

) : Atlantic Area & European Union

Environment given the Port Commitment to achieve all decarbonisation goals.
Simulations will help conclude if Energy Storage Systems are necessary and the
kind of services they could provide for maximising Ports energy revenues.

Simulations should consider future electrification scenarios such as Onshore Power
Supply (OPS), electric vehicles, battery energy storage systems (BESS), hydrogen
production facilities, and renewable generation integration (photovoltaics, wind
power generation, wave energy converters...). The simulations will be followed by
an analysis that will assess the impact of these technologies on the existing
infrastructure, identifying possible reinforcement needs, operational limitations,
and optimization opportunities.

2.1.10. Analysis and Calculations (to be
subcontracted preferably)

A methodological approach to Port simulation starts, as stated in subsection 2.1.9,
starts by collecting the necessary information from Ports infrastructures and
Concessionaires. Nevertheless, this information might not be available, and further
actions might be necessary, beginning the analysis stage.

Concessionaires may only know their energy consumption profile by the
information available through their energy bills. However, a thorough assessment
on their energy performance and their interaction with the Port electricity Grid is
necessary. How a Concessionaire behaves electrically and energy wise determines
how fit it is for an energy source aimed to be harvested and how suitable it is for
storage systems, smart grid functionalities and flexibility services. It is important
to analyse when, how and why every Concessionaire consumes electricity and
stops consuming it, standby periods, seasonal variability, operational shutdowns.
This analysis helps calculate energy demand profiles, peak power requirements,
protection system specifications, operational constraints, and the overall energy
behaviour of both individual energy nodes and the Port ecosystem as a whole.

The analysis also includes a business model analysis. The Port might be the owner
and main responsible for managing the network, which makes them require Power
Management System and energy Management systems capabilities with their
correspondent equipment. These responsibilities must match the power quality
requirements and be complemented with Supervisory Control and Data Acquisition
(SCADA) Systems, always under the cybersecurity umbrella.

On the other hand, if Ports are not the owners of the grid infrastructure, Ports must
facilitate the required information, and the set of analysis must be performed
anyways. Collaboration and coordination with Distribution System Operators
(DSOs), utilities and Concessionaires is of outmost importance, as it will ensure
consistency across the entire Port environment.

As the analysis for energy performance might have not been undergone in the past,
monitoring hardware equipment will surely be necessary. As mentioned through
subsections 2.1.8 and 2.1.9, all equipment must have the same communication
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protocols and collects the information in the same granularity, providing
manageable timestamped datasets. Typical monitored variables include active and
reactive power, voltage, current, frequency, harmonic distortion, power factor,
transformer loading, equipment operational states, and environmental parameters
where relevant.

When all information is being collected through a monitoring Platform, ideally, the
monitoring sensors will meet the hardware and software requirements of the
platform, so the approach to analysis, calculations and assessments is holistic
towards the Port Environment. Hardware and Software Requirements of the
Eneports Smart Energy Platform are included in Report 13, available in Eneports
website.

The analysis phase follows with a detailed technical and economic feasibility
assessment. This includes load-flow calculations, short-circuit studies, harmonic
distortion assessments, voltage stability analysis, power quality evaluations, and
energy efficiency calculations.

The results obtained from the analysis and calculation stages should serve as the
basis for decision-making processes regarding infrastructure investments,
renewable energy deployment, grid modernization strategies, decarbonization
roadmaps, operational optimization measures, and future digitalization initiatives.

2.1.11. Techno-economic assessment and viability of
the hybrid system

Each Port’s unique conditions for harvesting different renewable energy sources
will not always decide the viability for developing and installing hybrid systems that
include technologies able to generate energy through the aforementioned
resources. The technical capability of a
Port to actually integrate such systems within their infrastructures and the
allocated costs for this adaptation and integration is one of the main factors that
will determine the viability of such systems.

Even though Ports can easily adapt their infrastructures to renewable energy
technologies and these technologies’ operation can be effectively integrated to
Ports’ daily operations, each renewable energy technology project or all of them if
promoted as a whole will depend on their business model and contracts to deliver
the energy to the grid/end-users. Business models may include self-consumption
schemes, Power Purchase Agreements (PPAs), energy communities, energy as a
service (EaaS) approach, or direct participation in electricity markets and flexibility
services. Regulatory frameworks, energy tariffs, grid access conditions, and public
funding opportunities will also strongly influence the economic attractiveness of
renewable energy projects within Ports

Viability of a renewable energy project starts with the correct sizing of the project.
A project that makes the most out of the resource and gets to sell all its production
is well-position to reach complete viability. Nevertheless, economic Key
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Performance Indexes such as Return on Investment (ROI), Internal Rate of Return
(IRR) or Levelized Cost of Electricity (LCOE), together with Operational and
Maintenance Costs will be key when addressing the final viability. Additionally,
lifecycle assessments, payback periods, expected degradation rates of equipment,
technological progress and possibilities for repowering the different renewable
projects, financing conditions, insurance costs, and expected electricity market
evolution should also be considered during the economic evaluation process.

Technical assessment also oversees relevant aspects regarding the electricity grid
and its capabilities to provide flexibility services (if considered) and bidirectional
electricity flow. This assessment should include analysis of grid stability, hosting
capacity, power quality, congestion risks, protection system compatibility,
cybersecurity requirements, communication systems interoperability, and
compliance with national and international electrical standards. Hybrid systems
that can be integrated in current infrastructures and business models yield a great
potential for decarbonisation, whereas hybrid systems that can be integrated in
the current context and can adapt to future business models and regulation
changes will have a greater success projection.

Furthermore, the integration of energy storage systems (if demonstrated
necessary and profitable), smart grid technologies (as it is one of the main goals
from Eneports), advanced monitoring platforms (as Eneports Smart Energy
Platform), and energy management systems can significantly improve the
operational flexibility and resilience of Port energy infrastructures. These
capabilities can support demand-side management strategies, peak shaving, load
balancing, emergency backup operation (and therefore higher grid independence),
and the optimization of renewable energy consumption within Port facilities.

Renewable energy projects in Ports may contribute to the reduction of greenhouse
gas emissions, air pollution, and noise levels, while also supporting sustainability
targets established at local, national, and European levels. Such contributions must
be addressed in the technical assessment as part of the environmental and social
impacts assessment. In addition, compatibility with maritime and logistics activities
are important aspects that may affect project implementation timelines and overall
feasibility.

2.2. Integration & Operation phase

The integration and operation phase should be based on a hierarchical control
architecture combining local control, supervisory energy management and
interaction with external markets or system operators. The following subsections
describe the main technical and operational aspects that should be considered
during this phase.
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2.2.1. Operation strategies in grid-connected and
islanded modes

The operational strategy of hybrid renewable energy systems in port environments
must ensure reliability, energy efficiency, economic optimisation and
decarbonisation objectives under both grid-connected and islanded conditions.

e Grid-connected operation mode

Under normal operating conditions, the port electrical system operates
interconnected with the external utility grid. In this configuration, the external grid
provides the voltage and frequency reference, as well as backup capacity and
system inertia.

Under grid-connected operation, the main objective is to maximise renewable
energy penetration while maintaining operational reliability and reducing operating
costs. In this context, storage systems are typically used to smooth renewable
variability, reduce peak demand, shift renewable generation to periods of higher
demand and provide additional operational flexibility to the system. Depending on
the control strategy implemented, storage may also contribute to frequency
response support and backup supply for selected loads.

In accordance with the ongoing European deployment of Onshore Power Supply
(OPS), ports are progressively incorporating shore-side electricity supply to reduce
emissions from vessels at berth. In this sense, whenever technically feasible, OPS
supply should be prioritised through renewable generation and storage systems.

e Islanded operation mode

Islanded operation may occur as a result of external grid faults, planned
maintenance, emergency conditions or strategic operation scenarios. In this mode,
the port operates as a self-sufficient microgrid, disconnected from the external
electrical system.

The fundamental requirement in islanded mode is that the available generation and
storage capacity must be sufficient to cover the demand under the defined
operational scenario. If generation is insufficient, controlled load shedding
protocols must be automatically activated.

For this reason, the EMS/PMS architecture must incorporate load prioritisation
criteria capable of distinguishing between critical services that must remain
continuously energised, essential operational loads required to maintain port
activity, and more flexible or non-critical consumptions whose operation may be
delayed, reduced or temporarily disconnected during emergency conditions.

In islanded mode, the system cannot rely on the voltage and frequency reference
provided by the external grid. Therefore, grid-forming converters are needed to
establish the electrical reference of the microgrid. These converters can provide
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synthetic inertia, voltage control and fast frequency response, enabling stable
autonomous operation. Additionally, BESS units are particularly important in
islanded operation because they can respond rapidly to imbalances between
generation and demand. Depending on the implemented control strategy, they may
support voltage and frequency regulation, provide fast frequency response,
compensate renewable variability, improve transient stability and enable black-
start capabilities.

o Black start and restoration

The system should also be capable of recovering from total blackout conditions
without external grid support. This capability is known as black start.

Black-start capability can be provided by BESS, hydrogen-based systems,
emergency generators or other dedicated auxiliary systems. In this process, grid-
forming converters are used to establish the initial voltage and frequency reference
of the internal network.

A typical restoration sequence includes:

e Initial energisation of the microgrid through BESS or auxiliary generation
resources.

e Sequential energisation of internal feeders.

e Progressive reconnection of renewable generation units.

e Controlled reconnection of prioritised loads.

e Monitoring of voltage, frequency and transient stability at each step.

Before reconnection to the external grid, the energy management platform must
verify that voltage magnitude, frequency and phase angle are synchronised with
the utility grid. Re-synchronisation must be carefully controlled to avoid inrush
currents, transients and protection trips.

The information in this section has been drawn from the following sources: [9],
[14], [15].

2.2.2. Voltage, frequency and inertia stability in
hybrid systems

The stability of voltage, frequency and system inertia are fundamental
requirements for the safe operation of any electrical system. As ports progressively
integrate renewable generation, storage systems, Onshore Power Supply (OPS)
installations and other converter-based technologies, maintaining these
characteristics becomes more challenging due to the different dynamic behaviour
of the electrical system.

Conventional power systems rely on synchronous machines directly connected to
the network, which inherently provide voltage support, short-circuit power,
rotational inertia and primary frequency response. By contrast, photovoltaic
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systems, battery storage installations and most modern renewable energy
technologies are interfaced through power electronic converters, which decouple
the generation source from the grid frequency and therefore do not naturally
contribute mechanical inertia or high fault current levels. As the penetration of
inverter-based resources increases, power systems may experience reduced
system strength, lower short-circuit capacity and faster frequency dynamics,
requiring more advanced control and operational strategies.

Voltage stability refers to the capability of the electrical system to maintain
acceptable voltage levels during normal operation and after disturbances. In port
electrical networks, voltage variations may arise from fluctuating renewable
generation, large OPS loads, rapid charging systems or sudden changes in power
demand.

The capability of a network to accommodate converter-based resources is closely
related to its electrical strength, commonly assessed through parameters such as
the Short Circuit Ratio (SCR). Low SCR values indicate weak-grid conditions in
which voltage regulation becomes more sensitive to converter interactions and
load variations. Under these circumstances, additional measures may be required
to preserve stable operation, including dynamic reactive power control, active
voltage regulation through BESS, Static VAR Compensators (SVC), synchronous
condensers or advanced grid-forming inverter controls.

Battery energy storage systems can play a particularly relevant role by providing
fast reactive power support and voltage regulation services, improving the
operational flexibility of the port electrical infrastructure during both grid-
connected and islanded operation.

On the other hand, frequency stability refers to the ability of the system to maintain
frequency within acceptable limits following disturbances such as generation
outages, sudden load variations or network faults. In conventional power systems,
the kinetic energy stored in rotating synchronous machines provides inertia, which
slows the Rate of Change of Frequency (RoCoF) immediately after a disturbance
and allows time for control systems to react.

As renewable penetration increases, the amount of naturally available inertia may
decrease because inverter-based resources are electrically decoupled from grid
frequency. However, modern converter-based technologies can compensate for
this reduction through fast electronic control functions. Battery storage systems
and advanced inverter controls can provide Fast Frequency Response (FFR),
synthetic inertia and other frequency support services capable of responding
significantly faster than conventional mechanical governors.

Following a power imbalance event, the system frequency initially changes at a rate
determined by the available inertia. The initial RoCoF and the minimum frequency
reached (frequency nadir) are the main indicators of frequency stability.
Successive control layers, including inertial response, primary frequency control
and secondary regulation, progressively restore frequency to its nominal value.
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Figure 2 illustrates the typical frequency response and the sequence of control
actions following a disturbance.
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Figure 2: Typical frequency response and control actions following a system disturbance [16]

Recent developments in grid-forming inverter technology further enhance
frequency stability by allowing converter-based resources to actively establish
voltage and frequency references rather than simply following existing grid
conditions. This capability is particularly relevant for islanded microgrids and future
low-inertia power systems, where storage systems may assume functions
traditionally provided by synchronous generators.

The information in this section has been drawn from the following sources: [10],
[11], [14], [16].

2.2.3. System orchestration

The coordinated operation of a hybrid energy system requires a control
architecture capable of managing multiple interconnected assets. This process,
commonly referred to as system orchestration, ensures the integrated operation
of generation units, storage systems, loads and grid interfaces in order to maintain
overall system stability.

In practice, this orchestration is generally implemented through a hierarchical
control architecture where different layers perform complementary functions and
operate at different temporal scales, ranging from the fast local response of power
electronic converters to higher-level optimisation functions associated with the
EMS and market interaction mechanisms, as shown in Figure 3.
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Figure 3: Hierarchical control architecture commonly adopted in hybrid energy systems and
microgrids [15].

1. Primary control layer: Local control

The primary control layer provides the fastest response within the system and
operates directly at device level. Individual assets are equipped with local
controllers responsible for their internal operation, acting at very fast time scales
and regulating the behaviour of each device independently.

Typical examples include inverter controls for photovoltaic systems, battery
converters, protection functions, droop control algorithms and local equipment
controllers associated with OPS installations or flexible loads.

Local controllers constitute the first level of response to disturbances and are
responsible for maintaining voltage, frequency and power balance at asset level.

2. Secondary control layer: Microgrid control

The secondary control layer coordinates the operation of the different energy
assets and restores system variables after primary control actions. This function is
typically implemented through the EMS and supervisory control systems. It uses
system-wide information, forecasts and optimisation algorithms to determine the
most appropriate dispatch strategy. Typical functions include storage
management, reserve allocation, load prioritisation, renewable energy optimisation
and coordination of transitions between grid-connected and islanded operating
modes.

Unlike primary control, which operates locally and autonomously, secondary
control acts at the system level and typically operates over timescales ranging from
several seconds to a few minutes, depending on the control objectives and system
configuration.
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3. Tertiary control layer: Operational optimization

The tertiary control layer addresses long-term optimisation objectives and
manages interaction with the external electricity system and market mechanisms.
At this level, operational strategies are developed to minimise energy costs, reduce
emissions, increase system resilience and maximise the economic value of flexible
resources.

In the specific case of port electrical network, the progressive integration of
battery energy storage systems, renewable generation or controllable loads,
create new opportunities to provide services to the electricity system, participating
in emerging flexibility markets. Depending on the applicable regulatory framework
and market structure, these services may include peak shaving, demand response,
frequency regulation, voltage support and other ancillary services.

The information in this section has been drawn from the following sources:[9], [15].

2.2.4. EMS and PMS for operation optimization

Hybrid energy systems typically rely on two complementary supervisory layers: the
Power Management System (PMS) and the Energy Management System (EMS).
Although both systems contribute to the overall operation of the port, they act at
different time scales and pursue different objectives.

The PMS mainly operates over fast time scales, typically ranging from milliseconds
to seconds, and is responsible for maintaining the instantaneous electrical stability
of the local network. Its primary objective is to ensure secure operation under both
normal and transient conditions.

Typical PMS functions include voltage and frequency regulation, power sharing
among distributed converters, synchronisation processes, protection coordination
and the management of transitions between grid-connected and islanded
operating modes. In systems incorporating battery storage and converter-based
resources, the PMS is responsible for the real-time coordination required to
preserve power quality and system stability.

For ports equipped with Onshore Power Supply (OPS), the PMS also supervises
synchronisation between the shore-side network and the vessel electrical system
during connection and disconnection procedures, minimising transients and
avoiding undesired protection operations.

The EMS operates over longer time horizons, typically from minutes to hours, and
performs secondary and tertiary control level functions. Its role is to determine the
most efficient operating strategy for the different assets integrated within the
hybrid energy system.

To achieve this objective, the EMS combines information from renewable
generation forecasts, electricity prices, weather predictions, vessel schedules,
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demand forecasts and operational constraints associated with battery storage
systems and network assets.

Based on this information, the EMS determines optimal dispatch schedules for
distributed resources, coordinates battery charging and discharging cycles,
maximises renewable energy utilisation and manages flexible loads. Depending on
the regulatory framework, the EMS may also enable participation in demand
response programmes and ancillary service markets.

Modern EMS platforms increasingly implement multi-objective optimisation
algorithms capable of simultaneously considering economic, environmental and
operational criteria. These objectives may include minimising operating costs,
reducing carbon emissions, increasing renewable penetration, extending battery
lifetime and maintaining adequate reliability margins.

In the specific context of ports, certain strategic loads, including OPS installations,
may be considered critical loads whose uninterrupted supply must be prioritised.
Consequently, EMS strategies can allocate renewable generation and storage
resources to support these loads and facilitate compliance with port
decarbonisation objectives.

The information in this section has been drawn from the following sources:[9], [11],
[13].

2.2.5. Measurement of power quality issues
(microseconds)

The operation of renewable hybrid energy systems requires continuous monitoring
of power quality parameters as the increasing penetration of converter-based
technologies introduces more demanding power quality conditions.

Networks containing many power electronic converters can provide flexibility and
controllability, but they may also introduce disturbances that evolve over very short
time scales, ranging from microseconds to milliseconds. High-resolution
measurements allow these fast electrical phenomena to be detected and analysed.
Among the most relevant monitored variables are voltage magnitude, frequency,
harmonic distortion, voltage unbalance, flicker, reactive power variations and
transient events.

The port-to-ship electrical interface is particularly sensitive to power quality
disturbances. Modern vessels incorporate onboard Power Management Systems
(PMS) that continuously supervise voltage and frequency conditions and may
activate protection functions if predefined limits are exceeded.

Harmonic distortion represents one of the most significant power quality
challenges in hybrid systems. The simultaneous operation of PV inverters, BESS
converters, frequency converters and other non-linear loads may inject harmonic
currents into the network, potentially causing overheating of transformers and
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cables, malfunction of protection systems, electromagnetic interference and
undesired disconnection of sensitive equipment. In addition to harmonics, the
connection and disconnection of large electrical loads may produce transient over-
voltages, inrush currents and short-duration disturbances.

In port installations, it is recommended to install high-resolution power quality
analysers at strategic points of common coupling (PCC) and critical feeders. These
devices allow short-duration disturbances and transient events to be recorded and
correlated with the operation of specific assets. Such monitoring is particularly
useful for identifying whether rapid variations associated with renewable
generation, large load switching or other dynamic events are affecting sensitive
equipment connected to the port network, including facilities operated by port
tenants and concessionaires.

The information in this section has been drawn from the following sources: [11].

2.2.6. EMS operating with market for ancillary
services

The increasing deployment of BESS, renewable generation and flexible electrical
loads allows ports to evolve from passive consumers into active participants in the
electricity system. In this context, the EMS acts as the interface between the
internal port microgrid and external electricity markets or flexibility mechanisms.

By coordinating the operation of distributed generation, storage assets and
controllable loads, the EMS can optimise the use of local resources while enabling
the provision of flexibility services to the wider power system. Depending on the
applicable regulatory framework, these services may include frequency regulation,
voltage support, reactive power control, demand response, congestion
management and reserve capacity.

Battery energy storage systems are particularly suitable for these applications due
to their fast response capability. BESS can rapidly inject or absorb active power to
compensate frequency deviations and support short-term balancing requirements.
Likewise, converter-based resources may provide reactive power support and
contribute to local voltage regulation, which becomes especially relevant in ports
where large and rapidly varying loads such as OPS installations are present.

To perform these functions, the EMS combines technical and economic
information, including electricity market prices, renewable generation forecasts,
demand predictions, storage state of charge and operational constraints. Based on
this information, optimisation algorithms determine the most suitable operating
strategy while ensuring the availability of critical services within the port.

Besides improving operational efficiency, participation in ancillary service and
flexibility markets may generate additional revenue streams that contribute to the
economic viability of investments in BESS, renewable generation and advanced
electrification infrastructure.
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However, market participation should always remain subordinate to the operational
requirements of the port. Critical loads, safety-related systems and OPS
commitments must have priority over economic optimisation objectives in order to
guarantee secure and reliable port operation.

The information in this section has been drawn from the following sources: [9], [15].

2.2.7. Digital Twins for improving operation and
detect anomalies

Digital Twins are emerging as a tool for improving situational awareness,
supporting decision making and enhancing operational efficiency through their
capability to represent the behaviour of physical assets in real time.

A Digital Twin is a virtual representation of the physical electrical infrastructure that
continuously receives information from sensors, meters, SCADA systems and IoT
devices. By combining real-time measurements with simulation models, the Digital
Twin can reproduce the operating condition of the port energy system, allowing
the comparison between actual behaviour and expected performance.

One of the main applications of Digital Twins is predictive maintenance. Continuous
analysis of variables such as temperature, loading conditions, switching cycles or
degradation indicators allows abnormal trends to be identified before failures
occur, improving asset availability and reducing unplanned downtime.

Digital Twins also support anomaly detection by comparing real-time
measurements with the expected response of the system. Deviations from normal
behaviour may indicate equipment degradation, sensor failures, control
malfunctions, harmonic resonance phenomena or unexpected load variations.
Advanced data analytics and machine learning techniques can further enhance the
capability to classify abnormal events and support fault diagnosis.

Another important application is the evaluation of operational scenarios without
affecting the physical installation. The Digital Twin provides a safe simulation
environment where operators can analyse different situations and evaluate the
response of the hybrid microgrid under different operating conditions. Examples
include the sudden loss of renewable generation, simultaneous connection of
multiple OPS loads, the temporary unavailability of the BESS, or transitions
between grid-connected and islanded operation.

These simulations allow the EMS control strategies to be tested, validated and
refined before being implemented in the real system, reducing operational risks
and improving system resilience. In this way, Digital Twins can complement EMS
and PMS functionalities.

The information in this section has been drawn from the following sources: [15],

[17].
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2.2.8. CBM & prediction maintenance systems
(Condition-Based Maintenance vs Predictive)

Modern maintenance strategies increasingly rely on continuous monitoring and
data analysis rather than traditional periodic maintenance schedules. In this
context, Condition-Based Maintenance (CBM) and Predictive Maintenance allow
operators to anticipate failures and reduce unplanned outages. The integration of
these maintenance strategies within the EMS or Digital Twin platform allows
maintenance planning to be linked directly with system operation.

CBM is based on the real-time supervision of the actual operating condition of
equipment. Parameters such as temperature, vibration, insulation condition, state
of charge, communication quality, etc., can be continuously monitored to detect
abnormal behaviour or progressive degradation. Maintenance actions are then
triggered when predefined thresholds or degradation indicators are exceeded.

Predictive Maintenance extends this approach by incorporating historical
operational data, degradation models and machine learning techniques capable of
estimating the future evolution of equipment condition. In battery systems, for
example, degradation depends strongly on temperature, cycling intensity, depth of
discharge and operating regime. By analysing these variables over time, predictive
models can estimate remaining useful life and support operational decisions aimed
at reducing long-term degradation.

The information in this section has been drawn from the following sources: [18],
[19].

2.2.9. Continuous improvement: Filters, Control
systems...

Hybrid energy systems should not be considered static installations. As renewable
penetration increases, new assets are integrated and operating conditions evolve,
control strategies and electrical infrastructure progressively require adaptation.

One of the areas where this evolution becomes most evident is power quality
management. The progressive incorporation of power electronic converters
modifies the harmonic behaviour of the network over time, making it necessary to
periodically review filtering strategies and reactive power compensation schemes.

Control strategies also require periodic adjustment throughout the lifetime of the
installation. Battery degradation, changing load profiles and the integration of new
assets may alter the dynamic behaviour of the system. Under these conditions,
EMS and PMS control parameters may require retuning in order to maintain stable
operation and optimise energy management.

Operational feedback obtained through SCADA systems and monitoring platforms
provides valuable information for improving system performance. Historical
operational data can help identify inefficient operating patterns, recurring

38

=

ENEPORTS

= P _ Ferrol .
8 N Autﬁémy == Puerto DBuﬂders S [TER sy Port of Galway @ Quiscon i uniu

" Calafort na Gaillimhe

MINIS TRACAG DOS PORTO Aorcaa orars
priv-nee e -



ADMINISTRAGAO BOS RORTOS.
CoURG - LEBES ViANA

Interreg

X X Atlantic Area

disturbances or deviations from expected behaviour, allowing operators to
progressively refine both operational strategies and planning assumptions.

The information in this section has been drawn from the following sources: [11].

3. Conclusions

The integration of hybrid renewable energy systems in port environments should
be understood as a technical process that combines energy planning, electrical
engineering, digitalisation, economic analysis, advanced operations and risk
management. The experience analysed within the framework of the project
highlights that ports have significant potential to become active energy hubs,
capable of generating, storing, managing and optimising a significant proportion of
the energy required for their operations. However, this potential can only be fully
realised if the implementation of technologies is based on rigorous studies and a
common methodology that ensures consistency between the design, operation
and evolution of the system.

One of the main conclusions is that the design of hybrid systems should not be
based solely on annual energy balances or on aggregate estimates of renewable
generation. It is essential to work with representative time series of generation and
consumption, preferably at 15-minute intervals, which allow for the analysis of the
daily and seasonal variability of renewable resources, demand peaks, the
simultaneity of generation and consumption, periods of energy deficit and surplus,
and the actual requirements for storage or flexible demand management. This
approach helps to avoid over-capacity, under-utilisation of assets or integration
problems within the port’s internal grid.

A detailed characterisation of demand is another key element. Ports have varied
consumption patterns, linked to both critical services and interruptible or flexible
loads. Therefore, preliminary studies must identify the criticality of each load, its
temporal profile, its capacity for displacement or disconnection, and its impact on
operational continuity. This classification is essential for defining load prioritisation
strategies, load shedding schemes, contingency operations, and possible
scenarios for isolated or partially autonomous operation.

With regard to renewable energy generation, combining technologies with
complementary profiles, such as solar and wind power, helps to reduce the
system’s overall variability and improve the alignment between generation and
demand. However, technological complementarity must be assessed on a case-
by-case basis, considering the actual site conditions, land availability,
environmental constraints, transmission capacity or self-consumption, the
capacity of the internal grid and the port’s operational constraints.

Energy storage is establishing itself as a key tool for managing temporary
imbalances between generation and consumption, increasing self-consumption,
reducing demand peaks, improving operational stability and facilitating the
integration of higher shares of renewables. However, its sizing must be linked to a
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clearly defined operational strategy. It is not enough to determine an energy
capacity or a nominal power rating; it is necessary to specify the intended use of
the storage, the operating limits, the depth of discharge, the expected cycles, the
thermal regime, degradation and compatibility with the EMS.

From an electrical perspective, the integration capacity of the port’s internal
network must be specifically analysed before incorporating new technologies.
Studies must assess load flows, voltage levels, the load-carrying capacity of lines
and transformers, short circuits, protection selectivity, power quality, harmonics,
flicker, reactive power compensation, the capacity to connect distributed
generation, and potential operational constraints. This analysis is particularly
relevant in port networks with complex topologies, the presence of multiple
substations, industrial loads, electronic converters, OPS systems or high-power
charging points.

The modelling and simulation phase is essential for anticipating the system’s
behaviour prior to its implementation. Electrical and energy models enable the
evaluation of scenarios involving normal operation, peak demand, high renewable
generation, low demand, asset unavailability, grid contingencies, operation with
storage, electric vehicle charging, connection of vessels via OPS, and possible
isolated operation modes. These studies must provide quantifiable results that
serve as a basis for decision-making, the definition of technical requirements, and
the drafting of tender specifications.

Digitalisation should be regarded as a design requirement rather than an
afterthought. Energy management platforms, predictive algorithms, monitoring
systems, Digital Twins and optimisation tools require a coherent, interoperable and
secure data architecture. Therefore, minimum requirements regarding monitoring
hardware, data temporal resolution, communication protocols, exchange formats,
traceability, cybersecurity, access to historical data, and integration with SCADA,
EMS and the port’s corporate systems must be stipulated from the tendering phase
onwards. In this regard, the implementation of an EMS enables the optimisation of
energy operations by coordinating renewable generation, storage, flexible loads,
demand forecasts and external signals.

Predictive algorithms are becoming increasingly important in the advanced
operation of hybrid systems. Predicting renewable generation, energy demand,
battery charge status, asset availability and potential operational deviations enable
proactive decision-making and reduces the uncertainty associated with the
variability of renewable resources. These capabilities are particularly relevant in
highly electrified ports, where discrepancies between forecasts and actual
operations can affect system stability, energy costs or the continuity of critical
services.

The use of Digital Twins represents a natural evolution of traditional simulation
models. Unlike the static models used in the design phase, Digital Twins allow for
the integration of real-time data, updating of the system’s status, detection of
anomalies, evaluation of operational scenarios, and support for maintenance or
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reconfiguration decisions. Their application in port environments can improve
reliability, reduce operating and maintenance costs, optimise the useful life of
assets, and facilitate decision-making in complex energy systems.

The long-term performance of hybrid systems depends not only on their initial
design, but also on their operation throughout the lifetime of the installation. The
coordinated operation of generation assets, storage systems and flexible loads,
together with the growing presence of power electronic converters, requires
appropriate supervisory functions and continuous attention to power quality and
system stability. Consequently, operational strategies, monitoring systems and
maintenance approaches should evolve together with the electrical infrastructure
in order to maintain long-term reliability and facilitate the integration of new
technologies.

From a procurement perspective, studies, projects and tenders relating to hybrid
renewable energy systems in ports should, as a minimum, require the following
elements: 15-minute and hourly characterisation of demand and generation;
simultaneity analysis; classification of critical, interruptible and flexible loads; and
an assessment of the internal grid’s capacity; power quality analysis, definition of
simulation scenarios, justified sizing of storage, technical and economic evaluation
using indicators such as CAPEX, OPEX, LCOE, IRR and payback period,
interoperability and cybersecurity requirements, EMS/PMS specifications,
operational strategy, monitoring plan and maintenance plans.

Furthermore, studies must be required to include clearly documented assumptions,
data traceability, justification of meteorological and energy sources, model
validation criteria, sensitivity analysis and identification of uncertainties. In the
case of tenders, it is advisable to avoid specifications that are overly tied to a
specific technology or manufacturer, prioritising functional requirements, verifiable
performance, compatibility with open platforms and capacity for future expansion.
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