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Quantum computers are not simply faster versions of the machines we use today.
They exploit superposition and entanglement to obtain an asymptotic advantage on a
narrow but strategically critical class of problems, and one of those problems is
breaking the public-key cryptography on which global maritime trade depends. This
article presents the role of quantum computing and quantum cryptography in marine
infrastructures and ports. It argues that a near-term priority for port authorities is not
quantum hardware, but migration to post-quantum cryptography (PQC), now
standardised by NIST as ML-KEM, ML-DSA and SLH-DSA, driven by binding
regulatory deadlines and by the "harvest now, decrypt later” exposure of long-lived
shipping data. Quantum key distribution (QKD) and quantum random number
generation are presented as complementary, infrastructure-dependent layers rather
than as substitutes, and quantum optimisation of port operations as a promising but
yet unproven research line. In ADT4Blue, a project that aims to further advance digital
technology adoption in the blue economy, one of our latest open call challenges is
around advanced digital solutions for harbour management improving the safety and
efficiency of busy harbour environments. With more secure infrastructure based on
advanced cryptography and the strengthening of cybersecurity, we also align to the
aims of the ENEPORTS project around helping guarantee port authorities' security
regarding their communication and measurement systems.

What is quantum computing?

In quantum mechanics, a particle is in what is called superposition where it behaves as
though it is both "here" and "there" simultaneously, but when it is measured, it is found to be
either here or there. Also, particles in quantum mechanics can have a strong correlation
even when they are spatially distant (up to hundreds of kilometres in some recent
experiments), whereby some of their properties such as wave functions are interrelated, and
this is called entanglement.

Now how does this relate to computing? In a classical computer, information is stored as a
binary digit or bit for short, which can have one of two states: a 0 or a 1. In quantum
computers, a quantum bit or qubit is used instead of a bit, and it can be thought of as the
analogous quantum mechanics version of a bit. A qubit can exist in what is called a coherent
(i.e., well defined) superposition (i.e., linear combination of solutions) of multiple basis states
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simultaneously, for example, a superposition of |0) and |1) simultaneously, or somewhere in
between those states. It is sometimes represented by a Bloch sphere, where |0) is a vector
at the 'north pole' and |1)is a vector at the 'south pole', and points on the sphere would
represent the superposition of those basis states. For example, the rightmost point on the
'equator' would be (|0) + [1)) /2.

Also, through entanglement, the state of one qubit can be directly related to another, as in
the particle example above. Tens of qubits thus linked (not just in pairs, but many to many)
by entanglement can thereby be used to enable quite complex computing operations and
algorithms.

When a quantum computer experiences fluctuations in heat (they typically need to operate
at very low temperatures), electromagnetic interference, or other environmental factors, this
is called decoherence, and effectively the superposition is invalidated, and the computing
system reverts from quantum to classical.

Quantum computers have the potential to solve computing problems many orders of
magnitudes faster than classical computers, but only for specific problem classes with a
known quantum algorithm. For most everyday computing tasks, classical machines remain
faster, cheaper and more reliable, and will continue to be so. The more advanced quantum
computers can carry out some difficult operations (e.g., benchmarking the performance of
quantum computers themselves) that would take many, many years to run on a classical
"supercomputer”, but that are not as commercially relevant or useful in of themselves yet.
For example, Google's Willow quantum chip can run such a benchmark in 5 minutes that
would otherwise take a classical system 10 septillion years (which is a 10 with 24 zeros after
it) to run. However, such figures should be read with care. The classical run-time estimates
for random circuit sampling have repeatedly been revised downwards as tensor-network
simulation methods have improved, and the benchmark has no application outside of itself.
The more consequential result announced alongside Willow was the demonstration of
below-threshold error correction, in which adding physical qubits reduced rather than
increased the logical error rate. It is that trajectory, not benchmark speed, that determines
when a cryptographically relevant quantum computer becomes feasible and it can move
quickly: published resource estimates for factoring a 2048-bit RSA key fell from roughly 20
million noisy qubits in 2019 to fewer than one million in 2025, a twentyfold reduction
achieved through algorithmic improvement alone [22].

Where does quantum cryptography fit in all of this?

While quantum computers are yet to realise their full potential in applications ranging from
new medicine discovery systems to novel fusion energy implementations, quantum
cryptography is one promising area that has received much attention and funding.

Some application areas for quantum cryptography include:

e |n a technique called quantum key distribution, communication links are secured
between two parties via a shared secret key using qubits in certain quantum states,
and whereby the act of eavesdropping on the link or observing/measuring the
quantum states by a third party will also disturb that state (due to what is called the
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uncertainty principle) and can then be detected by the original two parties. Two
caveats are essential and are frequently omitted: QKD presupposes an
already-authenticated classical channel, so it does not by itself solve the problem of
establishing trust between the parties; and its information-theoretic security is a
property of the protocol rather than of the hardware, leaving deployed systems
exposed to implementation attacks such as detector blinding and Trojan-horse
probing;

e Quantum random number generation (QRNG), in which the intrinsic indeterminacy of
quantum measurement is used as an entropy source. Unlike QKD, QRNG is
inexpensive, available at chip scale, requires no dedicated link, and addresses a real
and repeatedly documented failure mode: weak entropy in embedded and industrial
devices, of which ports operate a great many;

e Quantum-derived physical unclonable functions (PUFs), which exploit uncontrollable
variation in semiconductor manufacturing to derive device-intrinsic, unforgeable
identifiers for identifying and securing internet of things (I0OT) devices against
cyberattacks and spoofing, especially those used in critical application areas ranging
from transportation to industry.

Almost all public-key cryptography deployed today rests on one of two mathematical
problems. The first is integer factorisation, used by RSA, where the public key is the product
of two large primes. The second is the discrete logarithm problem, used by Diffie-Hellman
key exchange and by the elliptic-curve schemes ECDH and ECDSA that protect most TLS
sessions, code signing and blockchain transactions. On classical hardware, both problems
are believed to be intractable at the key sizes in use, which is why these keys remain secure
today. Shor's algorithm solves both efficiently on a sufficiently large fault-tolerant quantum
computer, which means RSA, Diffie-Hellman and elliptic-curve cryptography do not fail one
at a time, they fail together. Symmetric cryptography is affected far less severely: Grover's
algorithm offers only a quadratic speed-up against block ciphers and hash functions, which
is answered by doubling key lengths, so AES-256 and SHA-384 remain appropriate choices.

However, when quantum computing systems are sufficiently advanced such that today's
strong keys can be easily cracked in minutes using cryptanalysis (on what is often called
Q-Day or Y2Q), new post-quantum or quantum-safe cryptography will be required.
Post-quantum cryptography (PQC) runs on quite ordinary hardware. What distinguishes it is
that it is built on mathematical problems for which no efficient quantum algorithm is currently
known, not on problems that are "more secure" in any absolute sense. The distinction
matters, as the NIST standardisation process itself demonstrated when two advanced
candidates, SIKE and Rainbow, were broken by classical cryptanalysis before reaching
standardisation. In August 2024, NIST published the first three standards: FIPS 203
(ML-KEM, a module-lattice key-encapsulation mechanism), FIPS 204 (ML-DSA, a
module-lattice signature scheme), and FIPS 205 (SLH-DSA, a conservative hash-based
signature scheme) [16]. HQC was selected in March 2025 as a code-based backup
key-encapsulation mechanism resting on a different mathematical foundation, and FN-DSA
is in preparation [17]. These are the algorithms to which port systems will migrate, and they
are available now.
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The need for advanced digital technologies in ports and marine
infrastructure

Ports handle a myriad of complex logistics that require real-time data sharing among multiple
stakeholders. However, these systems are highly centralised, making them prone to single
points of failure, fraud in documentation and trade certificates, difficulties in collaboration,
limited operational visibility, and a lack of trust among stakeholders [7]. These challenges
hinder traceability, transparency, security and immutability of records [7], which can result in
costly delays, for example, customs may delay or reject containers due to unsatisfactory
documentation.

To address these challenges, ports must adopt digital technologies that enhance operational
efficiency, reduce vessel stopover time, and improve the security of intra-terminal
transportation. However, increased digitisation also makes ports more vulnerable to attacks,
demanding advanced security techniques for port security and resilience to attacks.
Techniques like credential management systems and real-time tracking of logistic vehicles
and cargo are crucial [8]. Cyberattackers could otherwise hijack logistic vehicles or tamper
with databases to reroute cargo, posing severe operational and safety risks.

Securing against cyberattacks is where technologies including quantum cryptography and
distributed ledger technologies, plus hybrids incorporating both mechanisms, can come in.
The policy case for treating maritime cybersecurity as a strategic priority has been argued for
some years [6], and parallel work on offshore and ocean energy infrastructure shows the
same pattern of exposure recurring across marine assets more broadly [5].

Quantum cryptography and quantum computing for ports and
marine infrastructure

Quantum cryptography offers significant potential for enhancing security in marine ports and
critical maritime infrastructure. This could aid in enhancing the security of the marine
infrastructure and ports by providing secure communication networks (safer connection
between the sender-receiver), better tracking (protecting shipment sensitive information) and
management systems (protecting the shipment arrival/departure schedule details), supply
chain security and enhanced port facility security. A distinction should be drawn at the outset
between what is deployable within the port's own terrestrial footprint and what is not.
Fibre-based QKD is realistic between fixed nodes inside a port estate over distances of tens
of kilometres. Ship-to-shore QKD is a different proposition altogether: it would require
free-space optical links from a moving, pitching platform through a maritime boundary layer
subject to turbulence, sea-surface scintillation, fog and salt aerosol, and no operational
system exists. For vessel communications, post-quantum cryptography over the existing
satellite and VHF links is the only credible near-term answer.
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Figure 1: Quantum-safe technology layers for port and maritime infrastructure, mapped to
deployment horizon.

Some of the existing works on quantum cryptography include:

e Quantum DNA Partial Permutation (QDPP) [1] is a cryptographic scheme that
combines quantum cryptography, DNA computing, and permutation-based methods
to secure confidential communication in marine tactical networks.

e Quantum Key Distribution (QKD) integration with quantum random generation for
quantum blockchain technology as a robust solution to cybersecurity challenges such
as data breaches, hacking, and disruptions to navigation systems in maritime
operations [2].

e Quantum and quantum-inspired optimisation have been applied to port traffic
management, notably to the coordination of the 35 traffic lights governing the nearly
20,000 trucks that circulate daily through the Port of Hamburg, and to container
terminal operations more broadly [3]. These remain proofs of concept: published
results are broadly comparable to, rather than better than, well-tuned classical
solvers such as commercial MILP engines or simulated annealing, and no quantum
advantage has been demonstrated for any port optimisation problem.

e Quantum artificial bee colony algorithms have been utilised for optimisation of hybrid
energy systems for ships, focusing on configuration and energy management to
enhance reliability, efficiency, and sustainability [4].
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From quantum promise to port compliance

For a port authority, the practical question is not when a cryptographically relevant quantum
computer will exist, but whether the existing cryptographic estate can be migrated before it
does. Mosca's inequality frames this precisely: if X is the number of years for which a given
item of data must remain confidential, Y the number of years the migration will take, and Z
the number of years until a cryptographically relevant quantum computer becomes available,
then action is already overdue whenever X +Y > Z. Ports fail this test comfortably. Cargo
manifests, customs declarations, certificates of origin, dual-use export documentation, crew
records and long-term commercial contracts carry confidentiality requirements measured in
decades, while cryptographic migration in operational-technology-heavy environments
routinely takes five to ten years. This is the "harvest now, decrypt later" exposure: traffic
intercepted and stored today can be decrypted retrospectively once the capability exists,
which means that for ports the clock started some time ago.

The regulatory timetable has now caught up with that reasoning. Commission
Recommendation (EU) 2024/1101 called on Member States to develop a coordinated
implementation roadmap for the transition to post-quantum cryptography [18], and the
roadmap subsequently issued through the NIS Cooperation Group sets staged milestones:
begin the transition by the end of 2026, complete migration of high-risk use cases by the end
of 2030, and complete the transition by 2035 [19]. For port operators, these obligations
arrive on top of NIS2, which classifies port operators and terminal handling among essential
entities. On the maritime side, IMO Resolution MSC.428(98) and the guidelines in
MSC-FAL.1/Circ.3 require cyber risk to be addressed within safety management systems,
while IACS Unified Requirements E26 and E27 impose cyber-resilience obligations on ships
and on shipboard equipment contracted from July 2024 [24] [25]. The European Maritime
Single Window environment established by Regulation (EU) 2019/1239 adds a further layer
of cross-border data exchange that will itself require quantum-safe protection.

Migration therefore begins not with quantum hardware procurement but with a cryptographic
inventory: establishing where RSA, Diffie-Hellman and elliptic-curve cryptography are used
across the port estate, who owns each system, and what the replacement path and
dependency chain look like. The maritime-specific findings of such an inventory are
distinctive. Automatic Identification System (AIS) messages carry no authentication
whatsoever, and the VHF Data Exchange System (VDES) defined in ITU-R M.2092 is the
natural place to introduce authenticated messaging which is precisely where post-quantum
signature sizes collide with a severely constrained radio channel. The same tension affects
Galileo's Open Service Navigation Message Authentication, which relies on ECDSA over
P-256 within a navigation data rate of a few hundred bits per second: no standardised
post-quantum signature scheme fits that budget today, and this remains an open research
problem of direct relevance to positioning integrity for vessels and port operations. Electronic
navigational chart distribution under the IHO S-63 data protection scheme uses Blowfish
encryption and DSA signatures, both of which require replacement, with the S-100
framework providing the migration path. Landside, port community systems and
EDI/EDIFACT messaging, terminal operating systems, and the operational technology
controlling ship-to-shore cranes and gate automation each carry their own long-lived
certificate and firmware-signing dependencies.
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What all of this argues for is crypto-agility: designing systems so that cryptographic
primitives can be replaced without re-architecting the applications that depend on them. In
practice that means abstracting cryptography behind well-defined interfaces, centralising key
lifecycle management in a key management system rather than embedding keys in
application code, adopting hybrid key establishment that combines a classical and a

post-quantum mechanism so that security holds if either survives, or maintaining

machine-readable inventories such as a cryptographic bill of materials. It is also the point at
which QKD, if it is ever deployed, integrates cleanly: the ETSI GS QKD 014 and GS QKD
004 interfaces expose quantum-derived keys to applications through a key management
layer, allowing a port to source key material from PQC, from QKD, or from both, without
changing the applications themselves [23]. Related standardisation work includes the ITU-T
Y.3800 series and ISO/IEC 23837.

Table 1 summarises how this maps onto the cryptographic assets a port operates.

Port asset / system

Port community
system,
EDI/EDIFACT,
EMSWe exchanges

Terminal operating
system and landside
IT

ECDIS /ENC
distribution (IHO
S-63)

AlIS

GNSS authentication
(Galileo OSNMA)

Crane and gate OT;
firmware signing

Long-lived archives
(manifests, customs,
contracts)

Inter-site links within
the port estate

Cryptography in
use today

TLS with ECDHE;
RSA/ECDSA
certificates

TLS, VPN,
RSA/ECDSA

Blowfish
encryption; DSA
signatures

None

ECDSA over P-256

RSA / ECDSA,
often long-lived

AES with
RSA/ECDH key
wrap

IPsec / MACsec
with classical key
exchange

Quantum exposure

Confidentiality and
authenticity; high
harvest-now-decrypt-
ater exposure

Confidentiality and
authenticity

Signature forgery;
chart integrity

Spoofing — already
exploitable, no
quantum computer
required

Signature forgery
once Shor is available

Firmware forgery;
very long asset
lifetimes

Highest
harvest-now-decrypt-
later exposure

Confidentiality

Quantum-safe
replacement

Hybrid ML-KEM key
establishment;
ML-DSA certificates

Hybrid ML-KEM;
ML-DSA

S-100 framework with
ML-DSA or SLH-DSA

Authenticated
messaging via VDES
(ITU-R M.2092);
signature size is the
binding constraint

Open problem: no
PQC signature
currently fits the
navigation data budget

SLH-DSA (stateless
hash-based,
conservative)

AES-256 with ML-KEM
key wrap; re-encrypt
existing archives

Hybrid PQC; optionally
QKD keys via an ETSI
GS QKD 014 KMS

Realistic
horizon

Now —
2028

Now —
2028

2026 —
2030

2027 -

2032

Research

2026 —

2032

Now

Now (PQC)
12028+
(QKD)

Table 1: Cryptographic estate of a port, quantum exposure and quantum-safe replacement

path.
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What QKD can and cannot do in a port

Because QKD is the most visible quantum security technology, it attracts expectations that
its physics does not support, and a balanced account is necessary. QKD distributes
symmetric key material with security derived from quantum mechanics rather than from
computational hardness, and it can detect eavesdropping on the quantum channel. It does
not, however, authenticate the parties: an authenticated classical channel is a precondition,
bootstrapped either with pre-shared keys or with post-quantum signatures. It is point-to-point
over fibre or free space, and extending it across a network today requires trusted relay
nodes, each of which is a point of compromise, since quantum repeaters remain a laboratory
technology. Key rates fall sharply with distance, and the security proofs apply to idealised
devices rather than to the equipment installed, which leaves practical systems exposed to
side-channel and implementation attacks.

These limitations are reflected in the formal positions of national security authorities. The
United States NSA does not include QKD in its Commercial National Security Algorithm
Suite 2.0 and does not endorse it for national security systems, citing implementation risk,
denial-of-service exposure and the absence of authentication [20]. The United Kingdom's
NCSC advises against relying on QKD for critical national infrastructure. France's ANSSI
and Germany's BSI take a more permissive but still conditional line, treating QKD as a
defence-in-depth layer to be used in combination with post-quantum cryptography rather
than instead of it [21]. The message is consistent across all of them: PQC is the migration
path, and QKD is an optional additional layer for specific high-value links.

For ports, that translates into a workable division of labour. PQC is deployed everywhere,
immediately, and is the subject of the regulatory deadlines described above. QRNG can be
deployed now at low cost wherever the quality of key generation matters. QKD is worth
evaluating only for a small number of fixed, high-value, short-haul terrestrial links inside the
port estate and is most easily justified where it can be connected to national quantum
communication infrastructure. That connection is becoming realistic in Europe: EuroQClI,
with its terrestrial national branches and a space segment to be carried by IRIS?, makes
coastal and port locations natural nodes of a European quantum network and gives port
authorities a route to participate that does not require them to build a quantum network of
their own [26]. Early port-scale trials, such as the measurement-device-independent QKD
pilot conducted in the Port of Rotterdam, are best read as demonstrations of feasibility and
integration rather than as evidence of operational need.

Distributed ledger technologies plus quantum for ports

Due to the inherently complex nature of port ecosystems, which require trust, transparency,
record immutability, traceability, security and coordination among diverse stakeholders,
distributed ledger technologies (DLTs) have gained significant attention in both academic
studies and practical implementations, such as in the Port of Rotterdam. DLTs help facilitate
stakeholder coordination by providing an immutable and shared ledger that is visible to
anyone in the network, increasing trust. The increased prevalence of loT devices has led to
the need for security communication between these devices, for instance, IOTA's Tangle, a
directed acyclic graph (DAG) architecture, enables secure identity management for loT
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devices and governs their communication permissions, enabling a machine-to-machine
economy.

Distributed ledger technologies are characterised by their data structures and consensus
mechanisms. Blockchains, the most well-known DLT, have a linear structure, where new
blocks of transactions are added sequentially and cryptographically chained via hashes.
These can be public and permissionless, allowing them to be fully decentralised and
providing either open access to anyone, or using private or consortium for controlled access.
Non-linear DLTs such as Tangle and Hashgraph employ directed acyclic graphs (DAG) and
alternative consensus mechanisms suited to environments with high transactions and loT
integration. One of main problems that DLTs address is the coordination across stakeholders
in a network, by enabling transparency, traceability, and security in a trustless network.
Blockchain's breakthrough application, the Bitcoin, resolved the double-spending problem in
a peer-to-peer transactions network, using digital signatures and timestamped hashes. Since
then, other DLTs have emerged to tackle blockchain's limitations in scalability, fees, and
fairness.

Ahmad et al. [7] identified Hyperledger Fabric and Hyperledger Besu as suitable
architectures for port logistics. Complementing this, the EU Horizon 2020 COREALIS project
deployed a real-world credential system at the Port of Livorno, using IOTA's Tangle
architecture to authenticate vehicles, track cargo, and revoke certificates for misbehaving or
unauthorised vehicles in real time [8].

Despite offering strong security, DLTs can be vulnerable to quantum attacks. Quantum
computers, with their computing capacity, can threaten to break classical cryptographic
systems such as digital signatures, e.g., ECDSA, key exchange protocols, and consensus
algorithms like proof-of-work and proof-of-stake [9] [10]. In response, a growing body of
research is developing quantum-resilient solutions using post-quantum cryptography (PQC)
and quantum cryptography to future proof DLTs.

Post-quantum cryptography involves classical cryptography methods designed to resist
quantum attacks. These include the lattice-based signatures now standardised as ML-DSA
(FIPS 204), already being tested in blockchain systems [11] [10], and hash-based signatures
such as SLH-DSA (FIPS 205), whose security rests on the hash function alone and which
are therefore a conservative choice for long-lived, loT-heavy environments such as ports, at
the cost of substantially larger signatures [12] [13]. Quantum cryptography relies on quantum
mechanics principles, such as superposition and entanglement, to ensure secure
communication. It requires specialised infrastructure and includes Quantum Key Distribution
(QKD) and Quantum Random Number Generation (QRNG), which improves the quality of
key generation and can be deployed today at low cost [2].

Looking further ahead, new blockchain models are emerging. These include quantum native
consensus protocols such as quantum delegated proof-of-stake (QDPoS) [14] and proposals
for entanglement-in-time blockchains, in which blocks are linked through temporal quantum
correlations rather than through hash chains [15]. Both remain theoretical. The latter has
attracted subsequent criticism arguing that the construction does not in fact require
entanglement in time and does not deliver the tamper-evidence claimed for it, and neither
proposal has an implementation path on available hardware.
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Conclusion

As quantum computing advances, traditional encryption methods, including those used in
blockchain and other DLTs, may become vulnerable. So: can quantum cryptography help
secure our ports of the future? The honest answer is a qualified yes, but not in the way the
question is usually meant, and not on the timescale that matters most. What ports must do
now is migrate to post-quantum cryptography. The algorithms are standardised, they run on
existing hardware, the regulatory deadlines are fixed (begin by the end of 2026, high-risk
systems by 2030, complete by 2035), and the harvest-now-decrypt-later exposure of
decades-long shipping records means the cost of delay is already being incurred today. The
first concrete step is a cryptographic inventory of the port estate, followed by a crypto-agility
strategy and a prioritised migration plan. Quantum key distribution is a genuine but narrow
complement, appropriate for a small number of fixed, high-value terrestrial links and best
pursued through connection to national EuroQCI branches rather than as a standalone
investment; quantum random number generation is cheap, mature and worth adopting now.
Quantum optimisation of berth allocation, container stacking, gate traffic and vessel fuel
consumption is a legitimate research direction with encouraging pilots, but it has no
demonstrated advantage over well-tuned classical solvers and should be funded as research
rather than procured as a solution. The port that is secure in 2035 will be the one that started
its cryptographic inventory in 2026.
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